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1. IlepeyeHnb 0003HAYEHUI U COKPALIEHU I

APM — aBTOMaTH3MpOBaHHOE padovee MECTO

BU — BunoBas nundopmarius

BTCC — BcrioMoraTenbHble TEXHUUECKHUE CPEICTBA U CUCTEMBI
NUCTIIn — undopmaliionHasi cuctema nepCcoHalbHBIX TaHHBIX
K3 — koHTpONupyemas 30Ha

MD — MeKCeTEBOM IKpaH

H/IB — HenexnapupoBaHHbIE BO3MOKHOCTH

HCJI — HecaHKIMOHUPOBAHHBIN JOCTYII

OBII1H — oOecnieueHre 6€30MacCHOCTH MEPCOHATBHBIX JAHHBIX
OC — onepanoHHas cucTeMa

[1/IH — nepcoHanbHbIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE

[10 — nporpamMmmHoOe obecrieueHre

[IOMUH — no6oyHbI€ 3JEKTPOMArHUTHBIE U3TYyYEHUS U HABOJKU
PU — peuesas undpopmanus

CBT — cpencTBo BBIYMCIUTEIBHON TEXHUKU

C3U — cpencTBo 3aumThl HHGOpMaIIUU

CIIN — creranorpaduueckoe npeodpazoBaHue HHGOpMaALIUU
COVYIIN — cneunanbHbIe JIEKTPOHHBIE YCTPOMCTBA IepexBaTa HH(popManuu
TKYU — TexHuueckuil KaHaja yTeuku HHpopManuu

TCOMU — TexHrueckue cpecTsa 00padoTku uHpopmaun
VYBITIH — yrpo3sl 0€301acCHOCTH MEPCOHATBHBIX IAHHBIX

NP - undopmanmoHHbI#i pecype

IITC - nporpaMMHO-TEXHHUYECKHE CPEACTBA

CK3MH - cpencrBa kpuntorpapuyueckoil 3anuThl HHPOPMAITUH
OCb - denepanbHast ciayx0a 0€30MaCHOCTH;

DOCO - denepanbhas ciyxba OXpaHbI;

OCTOK - depepanpHas cioyx0a M0 TEXHHYECKOMY H DKCIIEPTHOMY
KOHTPOJTIO.

ABTOMATH3MPOBAHHASI CUCTEMA — CHCTEMa, COCTOSIIAs M3 MepcoHalia U
KOMITJIEKCA  CPEJCTB  aBTOMATH3allUd €r0  JEATEIbHOCTH, peau3yIomas
WH(OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUS YCTAHOBJICHHBIX (DYHKITHH.

AyTeHTH(HUKAIUS OTHPABHUTENS JAHHBIX — IOATBEP)KICHUE TOTO, YTO
OTIIPABUTEIb TTOJIYICHHBIX JTAHHBIX COOTBETCTBYET 3asSBIICHHOMY.

be3onacHOCTh NMEPCOHAJBHBIX JAHHBIX — COCTOSHHC 3allWIICHHOCTH
MEPCOHANBHBIX JaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBHIO TIOJIh30BATEINCH,
TEXHUYECKUX  CPEACTB M  HMH(POPMAIMOHHBIX  TEXHOJOTHH  00ECICUnTh
KOH(HUICHIIMATEHOCTD, IIETIOCTHOCTh U JIOCTYITHOCTh MEPCOHANBHBIX JAHHBIX MPHU
ux 00paboTke B UHPOPMAITMOHHBIX CUCTEMAX TIEPCOHATBHBIX JaHHBIX.

biokupoBaHne NePCOHAJBLHBIX JAHHBIX — BPEMEHHOE MpEKpaIieHue
coopa, cucTeMaTuU3allui, HAKOIUICHWs, WCIOJIb30BaHUS, pPacCIpOCTpaHEHUS,
MIEPCOHANILHBIX JJAHHBIX, B TOM YHCJIE UX MePEAayH.



Bupyc (koMIbOTEepHbINA, IPOrPAMMHBbIN) — HUCIIOJHIEMBIN IIPOIPAMMHBIN
KOJ WJIM HHTEPHOPETUPYEMbI HAOOp HUHCTPYKUMH, 0OJanaroluii CBONCTBAMHU
HECAaHKIIMOHUPOBAHHOT'O PACHPOCTPAHEHUS U caMoBocnpounsBeneHus. Co31aHHbIe
NyOnMKaThl KOMIIBIOTEPHOTO BHpYCa HE BCErja COBMNANAIOT C OPUTHMHAJIOM,
HO  COXpaHAIOT  CHOCOOHOCTh K  JajbHEHIIEMy  paclpOCTPaHEHUIO
Y CaMOBOCIIPOU3BEICHHUIO.

Bpenonocnass mporpamMMa — @porpamma, IpeAHa3HAaYeHHas Ui
OCYLIECTBJIEHUSI HECAHKIMOHWPOBAHHOIO JOCTyNma © (WJIM) BO3JECUCTBUS Ha
NEPCOHANIBHBIE TAHHBIE WM PECYpPChl HHPOPMAITMOHHON CHCTEMBI MIEPCOHATBHBIX
JTAHHBIX.

BcnomoraresibHbIe TeXHHYECKHE CPeICTBa M CHCTeMbl — TEXHUYECKHE
CpEIICTBA U CUCTEMBI, HE MPE/IHa3HAUYECHHbIE JJI Mepeadyn, 00pabOTKU U XpaHEHHUS
NEPCOHANBHBIX  JaHHBIX, YCTAHABIIMBAEMbIE COBMECTHO C TEXHUYECKUMU
CpEIACTBAaMH U CUCTEMaMHM, IpEIHA3HAYCHHBIMU JJIsi 00pabOTKH IMEPCOHAJIbHBIX
JAHHBIX, WIH
B TIOMEIICHHUAX, B KOTOPBIX YCTAHOBJIEHBl HH(MOPMALMOHHBIE CHUCTEMBI
NIEPCOHAIIBHBIX JAHHBIX.

JlocTyn B ONEpPallMOHHYI0 CpeAy KoMnbHTepa (MHpOPMALMOHHOI
CHCTEMBbI NEPCOHAJBHBIX JAHHBIX) — IIOJyYEHHE BO3MOXXHOCTH 3allycka Ha
BBIMIOJIHEHUE ILUTAaTHBIX KOMaHM, (PyHKUUN, TpOUEAYyp OINEpalMiOHHOM CHCTEMBI
(YHUYTOKEHHUSI, KONMMPOBAHUA, MEPEMEIICHUS W T.[I.), UCHOJHAEMbIX (paiijioB
MPUKIAAHBIX TIPOTPAMM.

Hoctyn k uHpopMamum — BO3MOXHOCTb MOJY4YeHUS HHPOPMALMH U
€€ MCMOJIb30BAHMS.

3akiiaiouHoe YCTPOMCTBO — DJJIEMEHT CpEIACTBA CheMa HH(OpPMaLUH,
CKPBITHO BHEAPSIEMbIA (3aKJIabIBAEMbIII WM BHOCHMBI) B MECTa BO3MOKHOTO
chbema uHpopMal (B TOM YUCIIE B OTPaXICHUE, KOHCTPYKIIHIO, 000pYyI0BaHUE,
IIPEIMETHl HHTEPhEPa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUYECKUE CPEACTBA
U CUCTEMBI 00paboTKU HH(POpMAITUN).

3amumaemass uHpopmanuss — uHpOpMaLUs, SBIAIOLIAACA MPEIMETOM
COOCTBEHHOCTH U MOJJIeXkalllas 3all1uTe B COOTBETCTBUU C TPEOOBAHUSMU MPABOBBIX
JOKYMEHTOB ~ WMJM  TpeOOBaHUSIMHU,  YCTAHABIMBAEMBIMH  COOCTBEHHHUKOM
uHdopMaIuu.

UnenTndukanmuss — 0OpuUCBOCHHE CYObEKTaM M O0BEKTaM J0cCTyna
uaeHTuGuKaTtopa W (WIM) CpaBHEHUE MPEIBSABIAEMOrO HACHTUPHUKATOpA C
NepeYHEeM MPUCBOEHHBIX UIEHTU(UKATOPOB.

NupopmMaTuBHBIN CUITHAJ — DJJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKHE,
AIIEKTPOMArHUTHBIE U Apyrue GU3NYecKue MmoJs, o napaMmerpaM KOTOPhIX MOKET
ObITh pacKkpbiTa KOH(UACHIMATIbHAs HHPopManua (MEPCOHANbHBIE IaHHBIE),
oOpabarpiBaemasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JTaHHBIX.

NudopManuoHHass  CcHCTeMa  MNEPCOHAJBHBIX  JAaHHBIX —  3TO
uHOpMAIlMOHHA ~ CHCTEMa,  MpPEACTaBIsAOmas  COOOM  COBOKYMHOCTh
NEPCOHANBHBIX  JIaHHBIX, COAEpXKaluXcs B  0a3e JaHHBIX, a Takxke
UHPOPMAIIMOHHBIX ~ TEXHOJOTMA M  TEXHUYECKUX CPEJCTB, IO3BOJISIONINX



OCYIIECTBISATh O0pabOTKY TaKUX MEPCOHANBHBIX JAHHBIX C HCIOIb30BAaHHEM
CPEICTB aBTOMAaTU3aLUU WIH 0€3 UCIIOJIb30BaHUS TaKUX CPE/ICTB.

NudopmanuoHHble TEXHOJIOTMH — IPOLECCHl, METOMAbI IOMCKa, cOopa,
XpaHeHusi, 00pabOTKH, NPEJOCTABICHUs, paclpoCTpaHEHUs HHopManuu u
CHIO0COOBI OCYIIECTBIEHMSI TAKUX IPOLIECCOB U METOJIOB.

HUcrounuk yrpos3bl Oe3omacHocTH HMHpopmamum — cyOBEKT J0CTyna,
MaTepuagbHbli OOBEKT WIM (PU3MUECKOE SBIEHUE, SBIAIOIIMECS HTPUYUHOU
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH H(OPMALIUH.

Kontponupyemasi 30Ha — 3TO NIPOCTPAHCTBO, B KOTOPOM HCKIIFOUEHO
HEKOHTPOJIMPYEMOE NpeObIBAHUE COTPYJHUKOB U IOCETUTENEN omepaTtopa
Y IOCTOPOHHHUX TPAHCHOPTHBIX, TEXHUYECKUX U MHBIX MATEPUAIBHBIX CPEACTB.

KonduaeHunaabHOCTh NEPCOHATBHBIX JAHHBIX — O00s3aTelbHOE s
COOJIIOJIEHUsI OMEPATOPOM WM HMHBIM MOJYYHBIIMM JOCTYH K HEPCOHAIbHBIM
JaHHBIM JIMIOM TpeOOBaHHE HE JOIMYCKaTh MX pacHpocTpaHeHus 0e3 coriacus
CyObeKTa MEPCOHANBHBIX JAHHBIX WM HAJUUYWS HHOTO 3aKOHHOI'O OCHOBAHUS.

Me:kcereBoii 3kpaH —  JOKaJbHOE  (OJHOKOMIIOHEHTHOE)  WJIH
(YHKIIMOHAJIBHO-PACIIPEICIEHHOE  MporpaMmMHoe  (IIpOrpaMMHO-alnapaTHOE)
CPEACTBO (KOMIUIEKC), pealiu3yollee KOHTPOJIb 3a HHPOpMaIMel, MoCcTynarouiei B
MH(POPMALIMOHHYIO CHUCTEMY IMEPCOHAJIBHBIX MaHHBIX M (WJIM) BBIXOASIIEH U3
UH(POPMAIITMOHHON CHUCTEMBI.

Hapymure b 6€30aCHOCTH NEePCOHAIBHBIX JaHHBIX — (PU3UUECKOE JIUIIO,
CIIy4ailHO WJIM TPEIHAMEPEHHO COBEPILIAOIIEE JCUCTBUS, CIEACTBUEM KOTOPBIX
ABJIIETCSl HapylleHUe Oe30MacHOCTH MEPCOHANbHBIX AAHHBIX MPH UX 00padoTKe
TEXHUYECKUMU CpEACTBAMU B HWH(MOPMAIIMOHHBIX CHUCTEMAX MEPCOHAIbHBIX
JTAHHBIX.

HenexknapupoBaHHblie BO3MOKHOCTH — (DYHKIIMOHAJIbHBIE BO3MOKHOCTHU
CPEICTB BBIYMCIMTEIBHON TEXHHMKH, HE OIHMCAHHBIE WJIM HE COOTBETCTBYIOIIME
ONMCAHHBIM B JOKYMEHTAallM¥, IPU HCIOJIb30BAHUM KOTOPBIX BO3MOYKHO
HapylleHue  KOHQUACHIMAIBbHOCTH,  JOCTYIMHOCTM  WJIM  LEJIOCTHOCTHU
oOpabartbiBaeMoi HHMOpMAIUH.

HecaHKUMOHUPOBAHHBIN J0CTYN (HECAHKIMOHUPOBAHHbIE 1EHCTBUA) —
JocTyn K MHGOpMaluu WIM JEHCTBUS C HHpOpMaluei, OCyIeCTBIseMble C
HapyIICHUEM YCTaHOBJICHHBIX MpaB U (WJIK) MpaBUJI TOCTyNa K MHPOpMALUU WIH
JNEUCTBUN C HEW C MPUMEHEHHEM IUTaTHBIX CPEJACTB MH(OPMAILIMOHHON CHUCTEMBI
WIN CPEACTB, AaHAJIOTUYHBIX UM 10 CBOMM (DYHKIIMOHAJILHOMY MpEAHA3HAYEHUIO U
TEXHUYECKUM XapaKTePUCTUKAM.

Hocureab nngopmanum — Gu3nyuecKkoe JUI0 UK MaTepUaIbHbIN O0BEKT, B
TOM 4Kclie (pu3nyeckoe mosie, B KOTOpOoM MH(pOpMaIus HaXOIUT CBOE OTPAKEHHUE B
BUJIE CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX PpEUICHUH U MPOLECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3UUECKUX BEIUYHUH.

O0paGoTka mnepCOHANBHBIX [JaHHBIX — JEHCTBUS (Oomepanuu) C
MEPCOHANILHBIMU JTaHHBIMU, BKJIIOYasi COOp, CHUCTEMATH3AIMIO, HAKOTUICHUE,
XpaHEeHue, YTOUYHEHUE (oOHOBIICHHE, W3MEHEHHE), HCTIOJIb30BaHUE,

pacnpocTpaHeHue (B TOM 4YHCIE Tiepenady), oOe3IMuuBaHHEe, OJOKHMPOBAHUE,
YHUYTOXEHUE TIEPCOHATBLHBIX JaHHBIX.



Onepatop — TOCYJapCTBEHHBIM OpraH, MYHHUIMIIAJBHBIA  Opras,
IOpUIMYECKOe WM (PU3UYECKOE JIUIIO, OPTAHU3YIOUIUE U (M) OCYIIECTBIISIONINE
00paboOTKy NMEPCOHATBHBIX JAHHBIX, a TAKXKE OMPEIEIISIONIUE eI U COJIep KaHKe
00pabOTKH MEPCOHANBbHBIX TaHHBIX.

IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJIy4eHHE WHGOPMAIUU C
UCIIOJIb30BAaHUEM TEXHUUYECKOTO CpEJCTBA, OCYIIECTBISIIONIETO OOHApY>KEHUE,
npueM U 06paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JgaHHble — J00as wuHMOpPMAIUS, OTHOCAIIASACT K
ONpEACIICHHOMY WJIH ONpEJeIIeMOMY Ha OCHOBAHMM TakodW HWH(pOpMaluu
buznyeckoMy Iy (CyObEKTY MEePCOHATBHBIX JAHHBIX), B TOM YHCIE €0 (haMIIns,
UM, OTYECTBO, JlaTa U MECTO POXICHUS, aJpec, CEMEMHOe, COLMAILHOE,
MMYIIIECTBEHHOE  TOJIOXKEHUE, oOpa3oBaHue, mnpodeccusi, JOXOAbl, Apyras
uH(pOpMaIus.

Ilo0o4HBbIE  3JIEKTPOMATHUTHBIE  H3JYy4YeHHMS] M  HABOAKH  —
AJIIEKTPOMATHUTHBIE M3IYYEHUS! TEXHHUUYECKUX CPEACTB 0OpabOTKH 3aluiiaeMoin
uHoOpMaIMK, BO3HUKAIONIME KaK T[OOOYHOE SBJICHUE W  BBI3BAHHBIC
ANEKTPUYECKUMHU CUTHAJIaMU, ACHUCTBYIOIINMU B UX BJIEKTPUUECKUX M MArHUTHBIX
LEISX, @ TAKAKE SJIEKTPOMAarHUTHBIE HABOJKHU 3TUX CUTHAJIOB Ha TOKOIIPOBOJSIINE
JIMHUU, KOHCTPYKIIMH U LIETIH MUTAHUS.

[Hoab30BaTe b HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, YyYacTByIOIIee B (PYHKIMOHUPOBAHUU HUH(POPMAIIMOHHOM CHUCTEMBI
MEPCOHAIBHBIX JIAHHBIX WJIU UCIIOJIL3YIONIEE PEe3yIbTaThl €€ ()yHKIIMOHUPOBAHUS.

IIpaBuiia  pasrpaHuMyeHMsi JOCTya —  COBOKYIIHOCTb  IPAaBUJI,
pErIaMeHTUPYIOIIUX MPaBa AOCTyNa CyOBEKTOB HOCTYIAa K 00BEKTaM AOCTYTIA.
IIporpammHasi 3akjiaiKa — CKpPBITHO BHECEHHBIW B IPOIPAMMHOE

obecrnieueHue PYHKIMOHAIBHBIM OOBEKT, KOTOPBIN MPHU ONPEIEICHHBIX YCIOBUSIX
croco0eH o0ecrneynuTh HECAaHKIIMOHWPOBAHHOE IMPOTrpaMMHOE  BO3JCHCTBHE.
[IporpammHuas 3akiazka MOXET OBITh pealv3oBaHa B BHUAEC BPEIOHOCHOM
MPOTrpaMMbl WK IPOTPAMMHOTO KO/JIa.

IIporpamMmHoe (mporpaMMHO-MaTeMaTHYECKOe)
BO3JIeHCTBHEe -  HECAaHKIMOHHUPOBAHHOE  BO3JCHCTBHUE  HA  PECYPCHI
aBTOMATU3UPOBAHHON  WMH(OPMAIMOHHOW  CHCTEMBI,  OCYIIECTBIIEMOE C
UCIIOJIb30BaHUEM BPEIOHOCHBIX MPOrPaMM.

Pecypc wundopmanuoHHOW cHCTeMbl — HMEHOBAHHBIA  DJIEMEHT
CHUCTEMHOT0, MPHUKIIAJIHOTO WM amnmapaTHOro obecrieueHus: (PyHKIIMOHUPOBAHUS
MH(OPMAIIMOHHOW CUCTEMBI.

CpeacrBa BbIYMCINTEIBLHONW TEXHUKHM — COBOKYIMHOCTh MPOTPAMMHBIX H
TEXHUYECKUX  DJIEMEHTOB  CHUCTeM  O0pabOTKM  JaHHBIX,  CIIOCOOHBIX
(G YHKIITMOHUPOBATh CAMOCTOATENIBHO UM B COCTABE APYTUX CUCTEM.

Cyo0bekT aocryna (cy0beKT) — JUIO WM TPolecC, NEUCTBUS KOTOPOTO
pErIaMEHTUPYIOTCS MPAaBUJIaMU pa3rpaHUUuEHUs T1OCTYIIA.

Texnunueckue cpeacrsa HHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX —  CPEIACTBA  BBIUUCIUTEIHHOM  TEXHHWKH,  HH(POPMAIMOHHO-
BBIYUCIIUTEIbHBIE KOMIUIEKCHl U CETH, CPEJCTBA M CUCTEMBbI MEpeaauu, npruemMa u
00pabOTKM TEePCOHANBHBIX JAaHHBIX (CPEACTBA W CHUCTEMBI 3BYKO3AIlUCH,



3BYKOYCUJIEHUS, 3BYKOBOCIPOU3BEAECHUS, IEPErOBOPHBIE U  TEJIEBU3HMOHHBIE
YCTPOMCTBA, CpPEICTBA W3TOTOBJIEHUSA, THPAKUPOBAHUS JOKYMEHTOB W JpYyTrue
TEXHUYECKUE CpelICTBa 00padOTKU peueBoid, rpaduueckoi, BUe0- U OyKBEHHO-
nudpoBoil MH(pOpMaIUK), MporpaMMHBIE CpeACTBa (OMEPALMOHHBIE CHUCTEMBI,
CUCTEMBI yIIpaBjieHus 6a3aMu JaHHBIX U T.I1.), CPEJICTBA 3aIIUTH HH(OpMAIUK.

TexHuyeckuil KaHaJ YTeYKHM HH(OPMAIMHU — COBOKYIHOCTb HOCHUTEIA
uHpopmaruu  (cpeactBa 00pabOTKH), (U3WYECKOM Cpeabl paclpoCTpaHEHUs
UHGOPMATUBHOTO CHTHaja M CPEJCTB, KOTOPBHIMU JOOBIBaeTCS 3allHIliaeMas
uHpopMaIus.

Yrpo3bl 6€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUN
U (aKTOpOB, CO3JAIONIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE
CIIy4ailHOro, JOCTyIa K MEPCOHAIBHBIM JIaHHBIM, PE3YJbTaTOM KOTOPOTO MOXKET
CTaThb YHHUUYTOKEHUE, N3MEHEHUE, OJIOKUPOBAaHHE, KOMMMPOBAaHUE, PACTIPOCTPAHEHHE
MEPCOHAIBHBIX JAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX AEHCTBHI TPHU UX
00paboTKe B MH(POPMAIIMOHHON cHCTEME NEPCOHANIBHBIX JAHHBIX.

YHHUYTOXKEHHE ePCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3YJIbTATE KOTOPBIX
HEBO3MOKHO  BOCCTAHOBUTH  COJICP)KAHME  IIEPCOHANBHBIX  JaHHBIX B
WH()OPMAITMOHHONW CHUCTEME MEPCOHANBHBIX JAHHBIX WJIM B PE3YJIbTATE KOTOPBIX
YHUYTOXAIOTCSI MaTEPUATIbHBIE HOCUTENHN EPCOHAIBHBIX JAHHBIX.

Yreuka (Bamumaemoil) HHGOPpMAIMH MO TEeXHHYECKHMM KaHAJIaM —
HEKOHTPOJIMPYEMOE PACIPOCTPAHEHHE WH(OpPMALUMU OT HOCHUTEINA 3alllUIaeMOi
uHpopManuu  4epe3  (PUIMUECKYIO Cpely 10 TEXHMYECKOTrO  CpeJlCTBa,
OCYUIECTBJISIOLIETO MepexBaT HHPOPMALIUH.

Ya3BUMOCTh — HEKas cl1adoCTh, KOTOPYIO MOKHO HCHOJIb30BaTh s
HapYLIEHUsI CUCTEMBI WJIH COoZiep Kalleiicss B Hel nH(pOopMariu.

HenocTHocTs MHpopManuu — cocTtosiHUE WHGOpPMAIUU, NPU KOTOPOM
OTCYTCTBYET J000€ €€ W3MEHEHHE JIMOO U3MEHEHUE OCYIIECTBISIETCS TOJIBKO
peHaMEPEHHO CyObEeKTaMH, UMEIOLIMMU Ha HETO MPaBo.

2. O01mme MoJI0KeHUs

2.1. Mogenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JNAHHBIX B MH(OPMaLMOHHON
cucteme nepcoHanbHbIX JaHHBIX [ BY JIOCO «Bepxuecanaunckas JIIN» (nanee-
MOJieJIb YIpo3) pa3padboTaHbl HA OCHOBAHUH CIEAYIOUINX JOKYMEHTOB:

®denepanbHoro 3akoHa Poccuiickoit @eneparuu ot 27.07.2006 No 149-D3
«O0 nndopmanuu, HGOPMAIIMOHHBIX TEXHOJIOTHUIX U O 3aIUTE HHPOPMALIUI;

noctaHoBneHust IIpaButenbctBa Poccuiickoit ®enepanun ot 21.03.2012
Ne 211 «OO0 yTBepkAeHUM TMEepeyHs Mep, HalpaBJIEHHbIX Ha olecreueHue
BBITIOJIHEHUS O0S3aHHOCTEH, MpeaycMOTpeHHbIXx @DenepaibHbiM 3akoHOM "O
NEPCOHANBHBIX JTaHHBIX" U MPUHATBIMU B COOTBETCTBHMHM C HUM HOPMATHUBHBIMU
IIPaBOBBIMM AKTAMHM, OIEPATOPAMH, SBISIFOLIMMUCA TOCYIapCTBEHHBIMUA WIIN
MYHUIIMIIAJIbHBIMUA OpTaHAMM»;

nocranoByieHusi [IpaBurenbctBa Poccuiickoii ®denepaunun or 01.11.2012
Ne 1119 «O6 yTBepkaeHun TpeOOBaHHUH K 3allUTE MEPCOHANBHBIX TaHHBIX MPH UX
00paboTke B HHPOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX Y,

MOCTAaHOBJIEHUS TpaBUTENbCTBA Boponexckoit obmactu ot 18.11.2014



Ne 1024-JICIT «OO0 yTBepXkACHMHM KOHLEMIUU 3allUThl HHPOpMalUUu B
Boponexckoit o61acTuy;

0a30BOil Mojenu yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPU HX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JJAHHBIX, YTBEPKICHHON
3amectutesieM aupekropa ®CTOK Poccun 15.02.2008 (nanee — bazoBas mojaeinb
yrpo3);

Oanka JaHHbIX yrpo3 Oe3omacHoctd uHpopManuu DOCTIK Poccun
(http://bdu.fstec.ru, nanee — baHk TaHHBIX yrpo3);

METOAMKHU OIPENENICHUs aKTyaJIbHbIX yrpo3 O€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX TIPU UX 00pab0TKe B MHPOPMAITMOHHBIX CUCTEMAX MEPCOHABHBIX JAHHBIX,
yTBepkIeHHOH 3amectureneM aupekrtopa PCTIOK Poccunm 14.02.2008;

METOJUYECKUX PEKOMEHAAIMN Mo pa3padoTKe HOPMATUBHBIX IMPABOBBIX
aKTOB, OIPEACIIAIOIIMNX YIPO3bl 0€30MACHOCTHU MEPCOHANBHBIX JAHHBIX, AKTYaJIbHbBIE
npu  o0pabOTKE TMEepPCOHANBHBIX JIaHHBIX B HMH(POPMALMOHHBIX CHCTEMax
MEePCOHAIBHBIX JAHHBIX, AKCILUTYaTUPYEMBIX npu OCYILIECTBJICHUU
COOTBETCTBYIOIIMX BHUAOB JESITEIBHOCTH, YTBEPKICHHBIX PYKOBOACTBOM §-TO
Ilertpa ®CB Poccun 31.03.2015 Ne 149/7/2/6-432.

MOCTaHOBJICHUS MpaBuTeNbcTBa BopoHnexckoit o6mactu ot 02 .11. 2017 r. Ne
869 «O06 ompeneneHnn yrpo3 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX, AKTYaJIbHbBIX
npu  0o0pabOTKE TMEepPCOHANBHBIX JIaHHBIX B HMH(POPMALMOHHBIX CHUCTEMax
NEPCOHANIBHBIX JAHHBIX MPABUTEILCTBA BOpOHEKCKON 001aCTH, UCHIOJHUTEIBHBIX
OpraHoOB T'OCYJAapCTBEHHOM BilacTh BopoHEXCKOM 00JaCTH M MOABEJOMCTBEHHBIX
VM OPTaHU3ALUIN»

2.2. Tlom yrpo3ammu 0e€30MacHOCTH TIEPCOHAIBHBIX JAHHBIX TMOHUMAETCS
COBOKYITHOCTb yCIIOBUU U (bakTopoB, CO3JA0UINX OMACHOCTh
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4aHOro, AOCTyNa K MEPCOHATbHBIM
JAHHBIM, pE3yJIbTATOM KOTOPOrO MOTYT CTaTb YHUYTOXKEHHUE, HW3MEHEHHE,
OJIOKUpOBaHUE, KOIUPOBAHUE, MPEOCTABICHNUE, PACTIPOCTPAHEHUE TIEPCOHATBLHBIX
JAHHBIX, a TaKKe WHbIE HEMpPaBOMEpPHbIC MNEUCTBUS TpU HUX 00paboTke B
uH(OPMAITMOHHON CUCTEME MEePCOHAIBHBIX JTAHHBIX (HapyuieHue
KOH(HUICHIIMATBHOCTH,  IEJIOCTHOCTM M JIOCTYIHOCTH  00pabaThIBaeMBIX
MEPCOHANILHBIX JTAHHBIX).

Jist  uHpOpPMAIMOHHBIX CUCTEeM TepcoHanbHbIX gaHHBIX [BYOCO
«Bepxuecanaunckas IIN» (manee — WCII[JH) uenpto 3amuthl MHpOpManuu
ABJIETCSl OOecreueHre KOH(PHUACHIMAIBHOCTH, LEJIOCTHOCTH W JIOCTYMHOCTH
00pabaThIBAEMbIX MEPCOHATBHBIX JaHHBIX.
2.3. B kauecTBe UCTOYHUKOB Yrpo3 0€30MacHOCTU MEPCOHATBHBIX JAHHBIX MOTYT
BBICTYNaTh CyOBeKTHl ((pusnueckue JuIla, OpraHW3allM) WIA  SIBJICHUS
(TEeXHOTEHHbIC aBapHWH, CTUXUHHBIE OCACTBUS, MHBbIC MPUPOJHBIC siBiieHUs). [Ipu
ATOM MCTOYHUKHU YTPO3 MOTYT OBITH CIACAYIOIMIUX THIIOB:
AHTPONOTE€HHbIE UCTOYHUKH (AaHTPOIIOTE€HHBIE YTPO3bl);
TEXHOT'€HHbIE UICTOYHHUKHU (TEXHOTEHHBIE YIPO3bI);
CTUXHIHBIC HMCTOYHUKH (Yrpo3bl CTUXUUHBIX O€ICTBHM, WHBIX MPHUPOIHBIX
SIBJICHUN).

HcrounrkaMu aHTPOTIOTEHHBIX YTPO3 0€30MacHOCTH MEPCOHATBHBIX TAHHBIX
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MOTYT BBICTYIATh:

JULA, OCYUIECTBISIONIUE MPEIHAMEPEHHBIE JCHCTBHUS C LEJIBIO JOCTyNa K
MEPCOHANILHBIM JJAHHBIM (BO3/IEHCTBHSI HA MIEPCOHATIBHBIC JaHHBIE), COACPIKAITUMCS
B MHGOPMAIIMOHHOM  CHCTeMe, WM  HapylleHus  (QYHKIHMOHUPOBAHUS
WHOOPMAIMOHHOW CHUCTEMbl WIIM  OOCTyXKUBaloUlel ee HMHPPACTPYKTYphI
(npenHaMepeHHbIE YIPO3bl 0€30MACHOCTH IEPCOHANBHBIX JAHHBIX);

JUIA, UMEIOIIME JOCTYI K MHPOPMAIIMOHHOMN CUCTEME, HE TIPEeIHAMEPEHHBIE
JEHUCTBUS KOTOPBIX MOTYT MIPUBECTU K HAPYIIEHUIO 0€30MaCHOCTH NEPCOHATBHBIX
JAHHBIX (HENpeIHaMEepPEHHBIE YIPO3bl 0€30aCHOCTH MEPCOHABHBIX TaHHBIX ).

[IpennamepenHbie yrpo3bl 0€30MAaCHOCTH MEPCOHAIBHBIX JAHHBIX MOTYT
OBITh peaTu30BaHbl 32 CYET YTEUKH IMEPCOHAIBHBIX JTAHHBIX MO TEXHUYECKUM
KaHaJlaM (TEXHMYECKHE KaHalbl YT€UKH HHPopManuu, oOpadaTbiBaeMoOill B
TEXHUYECKUX CpEeJCTBaX HWH(MOOPMAIIMOHHOW CHUCTEMbl, TEXHHUYECKHE KaHaJIbI
nepexBata uHGOpMAIMM TpU €€ Iepedadye Mo KaHajgam (JIMHHUSM) CBS3H,
TEXHUYECKHE KaHaJIbl yTEUKH aKyCTHUECKOU (peueBoit) nHbopMaium) 1100 3a cuer
HECAHKIIMOHUPOBAHHOTO IOCTYIIA.

2.4. Onpenenenue yrpo3 6€30MacHOCTU MEPCOHANBHBIX JaHHBIX, aKTYaJIbHBIX MPU
o0Opabotke nepcoHanbHbIX JaHHBIX B MCII/IH, ocymecTBisieTcst 00pa3oBaTebHON
opranuzaunuei - oneparopom MCII/IH.

B o0pazoBarenbHOl OpraHu3anud akTOM PYKOBOAMUTENS YTBEPKIACTCS
nepeyenb UCII/IH, onepaTopoM KOTOPBIX OHHU SIBISIIOTCS (Hanee — OnepaTtopsl).

Onpenenenue yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX, AKTYaJIbHBIX IIPH
o0paboTke nepcoHanbHbIX AaHHbIX B MCIIJIH, odopmisieTcs TOKyMEHTalIbHO B
BUJie Monenu yrpo3, KoTopasi yTBepkaaercs pykopoaureneM Oneparopa.

2.5. Hacrosiimue AxTyalibHbIE YTPO3bI MOJICKAT MEPECMOTPY (IIePEOLICHKE):

NpA U3MEHEHUHM 3aKoHoaaTenbcTBa Poccuiickoin dPenepauuu B 4YacTu
OTIpEeJICNICHHs] YIpo3 O€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B
UH(OPMAITMOHHBIX CUCTEMAX;

OpU TOSABJICHUM HOBBIX YIPO3 B HCTOYHUKAX JAaHHBIX 00 yrposax
6e3omacHOCTH MH(OPMAIIUHU, UCTIONIB3YEMbIX B HACTOSIIIMX AKTYallbHBIX YIpO3ax,
KOTOpbIE OYIyT aKTyadbHBIMU i paccmaTpuBaemMbix TunioB UCII/IH;

npu U3MEHEHUH CTPYKTYPHO-(PYHKITMOHAITBHBIX XapaKTEPUCTHK,
MPUMEHSIEMBIX UH(OPMAITMOHHBIX TE€XHOJIOTUI U 0COOEHHOCTEM
dbyukimonupoBanus UCIIIH, cneacTBueM KOTOPBIX CTajl0 BOSHUKHOBEHUE HOBBIX
aKTyaJIbHBIX YTp0o3 0€30MaCHOCTH MEPCOHANIBHBIX JJAHHBIX;

IPY MOBBIIIEHUH BO3MOXXHOCTH PeaIn3al[iy WM OMTAaCHOCTHU CYIIECTBYIOIINX
yrpo3 6€30MaCHOCTH NMEPCOHANbHBIX TAHHBIX;

IIpY TOSIBJICHUM CBEJICHUN U (DAKTOB O HOBBIX BO3MOYKHOCTSIX HAPYIIUTEIICH.

YTrpo3sl 6€30MacHOCTU MEPCOHANIBHBIX JAHHBIX, aKTyaJIbHbIE TIPU 00pabOTKe
nepcoHanbHbiX gaHHbiX B MCII[IH, momiexatr mepecMotpy (mepeorieHke)
Onepatopom:

NpU BHECEHWU W3MEHEHUN B HACTOSIIHE AKTyallbHble YIPO3bl s
cootBeTcTByomIero tuna UCI/IH;

IpyU W3MEHEHUW CTPYKTYPHO-(OYHKIIMOHATBHBIX XapaKTEPUCTUK WM
ocobennoctert pynkuuonupoanusi UCII/IH, B ceacTBuM 4ero M3MEHUIICS THII, K



kotopomy otHocutcs MCII/IH;

npu npumenern B UCITJIH uHpOpMalMOHHBIX TEXHOJIOTH, MOCPEACTBOM
KOTOPBIX MOTYT (POPMHUPOBATHCS HOBBIE YIPO3bl OE30MACHOCTU MEPCOHATBHBIX
JAHHBIX, HWCKIIOYEHHbIE W3 0a30BOro (MpeaBapUTEIBHOT0) TMEpeyHsi yIrpo3
0e30macHOCTH TepcoHANbHbIX JaHHbIX it 3To WCII[Im Omnepatopom B
COOTBETCTBHHM C IMMyHKTOM 4.4 HacTOSIINX AKTyaJbHBIX yTPO3;

OpU TMOBBIIEHHH BO3MOXKHOCTH pPEANIM3allMM  CYIIECTBYIOIINX Yyrpo3
0€30MacCHOCTH MEPCOHANIBHBIX TAHHBIX;

B MHBIX cllydasx 1o penieHuto OmnepaTopa.



3. Onucanue MHGOPMAIUOHHBIX CHCTEM MEPCOHATbHBIX TAHHBIX U
0co0eHHOCTeH X QYHKIIMOHMPOBAHMS

3.1. B oOpa3oBareibHOM yUpeKIAEHUU CyiecTBYIOT cienyromue tunsl UCIIIH:
NCIIdn nepenaun uHpopmaiuu, B ToMm uyuciae I[IJIH, B 1eIIX HCIOJTHEHUS
denepabHBIX 3aKOHOB.
3.2. B kadectBe oObekTa HHGOpPMATH3AIMKU OOPA30BATEIBLHOTO YUPEKIACHUS
BBICTYIAIOT:
aBTOMATH3UPOBAaHHbIC pabOUYME MECTa, UMEIOIINE TMOJKIIOYEHUE K CETSM CBSI3U
OOIIIETO MOIB30BaHUS U (WIIH) CETSIM MEXIYHAPOTHOTO HH(POPMAIIMOHHOTO 0OMEHa;
(APM).
nokanbHBIX VCII/IH, nMEIOIIHe NOAKITIOUCHNE K CETSIM CBSI3H OOIIET0 MOIh30BaAHUS
U (WJIM) CeTSIM MEXKTyHapOAHOTO MH()OPMAIIMOHHOTO OOMEHa.
3.3. UCIT/In 06pa3oBaTenbHOro yUpexKaeHUs] OTHOCUTCS:
Kk ABroHomHast IC Il Tuma - oJJHOMOIB30BaTENHCKOE, aBTOHOMHOE pabodee MeCTO,
UMEIOIIEE TMOJKIIOUYEHHUE K CETSIM CBS3M OOIIEro MOJb30BaHUA U (WJIU) CETSIM
MEXIYHAapOJIHOTO HH(DOPMAITMOHHOTO 0OMeHa HH(OPMAITMOHHBIE CUCTEMBI,
JINC I Tuna — noxanbHasi UHPOPMAIMOHHAS CUCTEMA, UMEIOIIAs MOKIII0UEHUE K
CeTSIM CBSI3M  OOIIEr0 TMOJb30BaHUA U (WJIM) CETSIM  MEXKIyHapOIHOTO
nH(OpMAIMOHHOTO0 00MeHa MH(OPMAIMOHHBIE CUCTEMBI, C pa3rpaHUUYCHUEM IpaB
JOCTYTIA.
3.4. BBOo mepCOHABHBIX JAHHBIX OCYIIECTBISETCS Kak ¢ OyMa)XHBIX HOCHUTEJCH
(HammpuMep, JTOKYMEHTOB, yJIOCTOBEPSIONIMX JHYHOCTH cyObekra IT/IH), Tak u ¢
AIIEKTPOHHBIX HOCUTENIEH MH(OPMALIUH.
3.5. UCIT/Iln npeanonararoT pacnpeaeneHnyio (Ha APM) o0paboTKy U XpaHEHHE
I1/1H.
3.6. Ilepconansubie panHbie cyObekToB [1/In Moryt BwiBoguThCs u3 UCIIH c
IeJIbI0 TIEpelayd TEPCOHAIBHBIX JAaHHBIX CYOBEKTOB 00pa30BaTEIbHOTO
yUpexACHUS, KaK B JJIEKTPOHHOM, TaK U B OyMa)KHOM BHUJIE.
3.7.  Bce Ttexnuueckue cpenactsa HCII[IH 00pa3oBaTeNbHOTO yUpEKICHUS
HaxoxsTcs B npenenax Pocculickoit @enepannu. Kontponupyemoit 3onoi UCI/IH
ABJISIETCA OTAENIbHOE noMeleHne Onepatop. B npenenax KOHTPOJIUPYEMOM 30HBI
HaxoJATCA pabodyne MecTa MOJIb30BaTElICH, CeTeBOE M TEIEKOMMYHUKAIIMOHHOE
obopynoanue WMCIIJIn. BHe KOHTpoiaupyeMoil 30HbI MOTYT HAXOAMTHCS JIMHUU
nepeayu JaHHBIX U TEJIEKOMMYHUKAIMOHHOE 000pYyI0BaHUE, UCTIOIB3YEeMOe JIJIs
MH(OPMAIMOHHOTO 0OMEHA IO CETSM CBSI3H.

HexonTposupyembiii BBIHOC 3a TIpeAeNibl aJMUHUCTPATUBHOTO 3JaHUS
texHndyeckux cpeacts MCII/Ix 3anpereH.
3.8. TlomenieHue, B KOTOPOM BeAeTCsl 00pabOoTKa MepCOHANBHBIX JJAHHBIX (fanee —
[TomeriieHne), OCHAIIEHO BXOMHOW ABEPbI0 ¢ 3aMKoM. OreparopamMu YCTaHOBJICH
nopssoKk  gocryna B IlomemeHnne,  OPEMSITCTBYIOIIMA  BO3MOXHOCTH
HEKOHTPOJUPYEMOT'0 MTPOHUKHOBEHUS WM MpeObiBaHus B 3ToM [lomenienun yuii,
HE WMEIONUX TpaBa JIOCTyma B HUX. B pabGodee Bpems, B ciiydae yxoja JIHII,
UMEIOIINX TIPABO CaAMOCTOSATEIRHOTO nocTyna B [lomenienne, a Takke B Hepabouee
Bpemsi [lomeimienne 3akpbiBaeTcss Ha KoY. JlOCTym NOCTOPOHHHMX JIMI[ B



[loMelleHre NOMYyCKAeTCs TOJBKO B MPUCYTCTBUU JIMI, HMMEIOIIMX MPaBO
CaMOCTOSITEJILHOTO JIOCTyna B aaHHoe llomemeHne Ha Bpemsi, OTpPaHUYEHHOE
ciykebHoi HeoOoxoaumocThio. [Ipu sTom OneparopoM MpeANnpPUHUMAIOTCS MEPHI,
WCKIIIOYAIOIINE BO3MOXHOCTh JOCTyINa MOCTOPOHHUX JHUI[ K 00padaThIBaeMbIM
NEPCOHANILHBIM JIaHHBIM, B TOM 4YHUCJE 4Yepe3 YCTpOWCcTBa BBOJa (BBIBOJIA)
uH(pOopMaIuK, a TAKKEe K HOCUTEIISIM IePCOHAIbHBIX JIAHHBIX.

VYcerpolictBa BBoAa (BbIBOAA) MH(OpMAIUHM, Y4acTBYIOIIME B 00pabOTKe
NEPCOHANBHBIX JaHHBIX, pacnojiaraiorcs B l[lomemennn Takum oOpa3omM, YTOOBI
UCKJIIOYHUTD CITy4alHBIM MpOCMOTp 00padaThiBaeMoi HH(GOPMALIUU TOCTOPOHHUMHU
aunamu, Bomenmumu B [lomenienue, a Takxke yepe3 ABepu 1 okHa [lomemenusi.
3.9. Brox (BeIBOx), 00paboTKa M XpaHeHHWE MepcoHANbHBIX AaHHBIX B MCIIIH
OCYLIECTBJISIETCS. C MCIOJIb30BAaHUEM OYMa)KHBIX M MAIIMHHBIX HOCUTEIEH
uHpopMaliu, B TOM UYHCIE€ CBHEMHBIX MAIIMHHBIX HOCHUTENEH HHpOpMaIUn
(MarHUTHBIE M ONTUYECKUE TUCKU, (IICHI-HAKOMUTENNU, HAKOMUTEIN HA KECTKHUX
MarHUTHBIX JIUCKaX, TBEPAOTEIbHBIC HAKOMUTEIN U Apyrue) (nanee — MamuHHbIe
HOCHTEJIU MEPCOHAIIBHBIX JIAHHBIX).

OneparopoM yCTaHOBJEH TOPSAOK, OOECIEUMBAIOLUIUN  COXPAaHHOCTh
UCIIOJIb3yeMbIX MaIlIMHHBIX HOCUTENIEW MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIISIETCS
X TOIK3EMIUIIPHBIA y4eT. XpaHATcs MalllMHHbIE HOCHUTENIH NEPCOHAIBHBIX
JAaHHBIX TOJIBKO B [loMetiennu B celide B yCIOBUAX, TPEMSATCTBYIONTUX CBOOOTHOMY
JIOCTYMY K HUM TOCTOPOHHUX JIHI. Beigaua MammHHBIX HOCUTENEH TePCOHATBHBIX
JIAHHBIX OCYIIECTBIISIETCS MOJ MOAMUCH TOJBKO COTPYJIHHUKAM, TOMYIICHHBIM K
00paboTKe MEPCOHAILHBIX JaHHBIX.
3.10. B memsx obecreueHust ueioctHocTd oOpabateiBaembix B WCIIH
NEPCOHANBHBIX JaHHbIX OnepaTop OCYIIECTBIAET UX pPE3ECPBUPOBAHUE B
COOTBETCTBUM C YCTAHOBJIEHHBIM TOPAJIKOM C MCHOJb30BaHMEM MaIIMHHBIX
HOCUTENIEH TMEepPCOHAJbHBIX JaHHbIX. B HaIM4YUM UMEITCS  KOMIUIEKTHI
BoccTaHoBieHUs: Ha mnpuMensemoe B MHCII[JH cucteMHOe U MPUKIAIHOE
porpaMmMHoe oOecrieueHne, a Takxke cpeAcTBa 3amuTsl HHbopmaruu. [lomemnenus
OCHAIIEHBI CPEJICTBAMU MOKAPHON CUTHAIIM3ALINH.
3.11. Ob6ecneuenne antuBUpycHoro koHTpoiss B MHCIIJIH ocymiecTBisieTcss B
COOTBETCTBHHU C YCTaHOBJIEHHBIM OliepatopaMu NOPSIKOM C IPUMEHEHUEM CPEICTB
AHTUBUPYCHOM 3aIIUTHI HH(POPMAIIUH.
3.12. B  UCIIAn  obpabotka  uwHOpManmuu  OCYIIECTBISIETCS B
OJIHOTIOJIB30BATEIbCKOM M MHOTOMOJIB30BATENBLCKOM pekuMax. OcCyliecTBiIsieTCs
pasrpaHMyYCHME MpaB A0CTyMa (Habopa IeHCTBUM, pa3peIICHHBIX JJIsI BHITIOJIHEHUS )
noJsib3oBaTeneil. O0cayKuBaHue TeXHUYeCKUX U nporpammubix cpencts MCII/H,
cpeactB 3ammThl  uMHPopmaruu, B ToM uymcie CK3U wu cpeapl wux
(GyHKUMOHUPOBaHUS, BKIIIOUas HACTPOIKY, KOH(UTYpUPOBAHUE U PACTIPEICICHHE
HOCUTENEeH KiIto4eBOM  wHbopmaruu Mexay mnoib3oBarensmu  WMCII/IH,
ocyuiecTBisieTcss onepatopom OBM. OmnepatopoMm Ha3HadaeTcs COTPYAHUK,
OTBETCTBEHHBIN 3a o0ecreueHue 6€30macHOCTH epcoHanbHbIX qanHbIX B UCII/H.
3.15. K o6bexram 3anutel B UCII /{0 oTHOCSTCS:

oOpabaTsiBaeMble IEPCOHANILHBIC JJAaHHBIC;

TEXHUYECKUE CPEACTBA, B TOM 4ucjie MalluHHbIE HOCUTEIN MEPCOHATBHBIX



JTAHHBIX, CPEJICTBA U CUCTEMBI CBSI3U M MEpeIadyn JaHHBIX, TEXHHUYECKHE CPEICTBA
oOpaboTku rpaduueckoi, BHUAE- M peueBOM HHQOpMAIUHU, CcojeprKamen
MEPCOHAIbHBIE TAHHBIC;

CpelicTBa 3alUThl HH(MOPMAIIUH,

cpena GyHKIIMOHUPOBAHUS CPEACTB 3alUThl UHPOPMALIUY;

uH(bopMaIs, OTHOCAIIASACA K 3alllMTE MEPCOHAIBHBIX JIaHHBIX, BKIIOYas
KJIFOUEBYIO, MTAPOJIbHYI0 HH(OpMaIuio;

HOCHUTEIH KJIIOUYEBOH, MApOJIbHON HH(OpMannu;

JOKYMEHTBI, B KOTOPBIX OTpakeHa WH(MOpMAIus O Mepax M CPEACTBaxX
samutel UCII/IH;

ITomemwenue;

KaHaJbl (JIMHUU) CBSI3HU.
3.16. UCIIH 00pa30oBaTeNbHOTO YUPEKACHUS C YYETOM €ro CTPYKTYpPHO-
(GYHKIHMOHATBHBIX ~ XApAaKTEPUCTUK M YCIOBHM  OKCIUTyaTalldd, a TaKxKe
MPUMEHSEMbIX HH(DOPMAITMOHHBIX TEXHOJIOTHI U MIPEANPUHATHIX MEP 00eCTIeUeHUS
0€30MacHOCTH MEPCOHANIBHBIX JAaHHBIX, YKAa3aHHBIX B HACTOSIIEM pasjielie, UMEIOT
CpEIIHU YPOBEHb UCXOHON 3aIIUIEHHOCTH.
3.17. Omepatopsl mas umeromuxcss MCIIJIH Ha TOCTOSHHOW OCHOBE JOJIKHBI
oOecrieunBaTh Mephl oOOecreyeHus: 0e30MaCHOCTH TMEePCOHAIBHBIX JaHHBIX,
MPUBECHHBIC B HACTOAIIEM pas3fiele.

4. OneHka BO3MOKHOCTEH HAPYIIHMTEel M0 peaju3aluu yrpo3 6e30nacHOCTH
NMePCOHAIBHBIX TaHHBIX

4.1. Hapymutenem siBisieTcsi (U3HUECKOE JHUI0, CIYyYalHO WM MpPEeIHAMEPEHHO
COBEpLIAIOIIEE  JIEUCTBUSA, CIEACTBHEM  KOTOPBIX  SIBIIETCS  HAapyIlIEHUE
0€30MacHOCTH MEPCOHANIBHBIX JAHHBIX MpHU ux 00padoTke B UCIIH.

B 3aBucumocT OT 1mpaBa pasoBOro0 WM MOCTOSIHHOTO JOCTyIla B
KOHTPOJIMPYEMYIO 30HY M BO3MOXHOCTEH IO JOCTymy K oOpabaThIBaeMbIM
MepPCOHANBHBIM JaHHbIM W (W) kK kommnoHeHTam WCII[H paccmarpuBaroTcs
HapyIIUTENN IBYX TUIIOB:

BHEIITHHE HApYIIUTENN — JiMIla, He uMeroue npasa goctyna k MUCITAx unu
€€ OTHEIbHBIM KOMIIOHEHTAM;

BHYTPEHHUE HAPYUIWUTEIM — JIMIA, UMEIOIIME IPaBO IMOCTOSHHOTO WU

pazoBoro aoctyna k UCII/Ixn nim ee oTAeIbHBIM KOMIIOHEHTAM.
4.2. C ydyeToMm cocTaBa (Kareropuu) u oobema oOpabaThIBaEMbIX MEPCOHATBHBIX
nanubix B UCITIH, a Takxke 1enei u 3a1ad ux o0paboTKU B KaU€CTBE BO3MOMXKHBIX
ueineil  (MOTMBALMK)  peau3allMi  HapyLIUTEIsIMU  yrpo3  0e30MacHOCTH
nepcoHanbHbIX JaHHBIX B ICII/{H MoryT OBITH:

MOJIyYEHUE BBITOJIBI IyTEM MOIICHHUYECTBA UJIM UHBIM IIPECTYITHBIM IIyTEM;

JTO0OTBITCTBO WJIH JKEJIaHWE CaMOpeaTi3aIlii,

peanu3anus yrpo3 0€30macHOCTH MEPCOHANBHBIX TAHHBIX U3 MECTH;

peanuzanus yrpo3 0€30MacHOCTH NEPCOHANTBHBIX JaHHBIX HETpeaHAMEPEHHO

M3-32 HEOCTOPOKHOCTH WJIM HEKBATU(UIIUPOBAHHBIX AEHCTBUIA.



4.3. s UCITJH oOpa3oBaTeNbHOTO YUPEKACHUS PACCMATPUBAIOTCS CIEIYIOIINE
BUJIbl HAPYIIUTENCH:

JULA, IPUBJIEKAEMbIE JJIs1 yCTAHOBKH, HAJIAJIKH, MOHTAXa, TyCKOHAIAI0YHbIX
Y UHBIX BUJIOB pabOT, — BHYTPEHHUE HAPYIIUTEIIH;

una, o0CIyKUBaIne HHOPACTPYKTYpy oneparopa (oxpaHa, yOOPUIUKHA U
T.J.), — BHYyTPEHHUE HAPYIIUTENH,

nonb3oBarenu MUCII/{H — BHyTpeHHHE HAPYLIUTEH.
4.4. Hapymurenu 001aJatoT CIEeIyIOIMUMA BO3MOXKHOCTSMU MO peatn3alui yrpo3
0e30MmacHOCTH nepcoHanbHbIX AaHHbIX B UCII/IH:

MoJTy9aTh HHPOPMAITHIO 00 ySI3BUMOCTSIX OTeIbHBIX KoMmoHeHTOB MCIT/IH,
OMyOJMKOBAaHHYIO B OOIIETOCTYHBIX HCTOYHHUKAX;

noiy4yatb MHQOPMALMIO O METOJaX M CPEACTBAaX peaju3aluu Yrpo3s
0€30MacCHOCTH MEPCOHANIBHBIX JAHHBIX (KOMIIBIOTEPHBIX aTak), OMyOJUKOBAaHHBIX B
OOIIETOCTYTHBIX UCTOYHHKAX;

CaMOCTOSITENIbHO OCYILIECTBIISITh CO3JJaHHE CIIOCOOOB aTak, MOJATOTOBKY H
nposenenue arak Ha MICII/IH TosbKO 3a nmpenenamMu KOHTPOIUPYEMOM 30HBI;

CaMOCTOSITENIFHO OCYILIECTBIISITh CO3JaHUE CIIOCOOOB aTak, MOJATOTOBKY H
IPOBEJICHUE aTaK B MPEJENax KOHTPOJIUPYEMOU 30HBI ¢ (PU3NYECKUM JIOCTYIIOM U
0e3 ¢usnueckoro goctyma Kk MCII/IH unu ee oOTAeabHBIM KOMIIOHEHTaM, Ha
KOTOPBIX peaIM30BaHbl MEPHI U CPEACTBA 3aUThl HHPopMmaluu, B ToM unciie CK3U
U cpesia uX PyHKIMOHUPOBAHHUSL.
4.5. C y4eToM UMEIONIeHCs COBOKYITHOCTH TPETIOIOKEHUH O TeX (MOTHBAIINN)
M BO3MOXKHOCTSX HapyumIuTeNed Mo peanu3alud yrpo3  0e30MacHOCTU
nepcoHanbHbIX AaHHbIX B MCII/IH nmoTeHnuan HanageHus mpy peanr3alnn yrpos
0€30MacHOCTH EPCOHATIBHBIX IAHHBIX JJIsl PACCMATPUBAEMbIX BUJOB HapyIIUTEIEH
Oynmer Oa3oBblii (HU3KWi). Hapymmrenbs ¢ 0a30BbIM (HH3KAM) MOTEHIIHAIOM
SBIISIETCS HENpPO(pECCHOHAJIOM, HCIOJB3YET CTaHJIApPTHOE OOOpYy/IOBaHUE, MUMEET
orpannueHHbie 3Hanus 00 ICII/IH nimu coBceM X HE UMEET, BO3MOXKHOCTbD JIOCTYyTIa
Kk WCII[IH unu ee OTAEIbHBIM KOMIIOHEHTAM OTpaHUY€HAa M KOHTPOJUPYETCS
OopraHu3alMoHHbIMUA Mepamu U cpeactBamu MCIT/H.
4.6. B UCII[JH yrpo3sl 0€30MacHOCTH MEPCOHAIBHBIX JIAaHHBIX MOTYT OBITh
peann30BaHbl BHENTHUMHU W BHYTPEHHUMH HAPYIIUTENSIMU C 0a30BBIM (HU3KHM)
NOTEHLUAJIOM CJIEIYIOIIUMHU CIIOCOOaMMU:

HECAaHKIMOHUPOBAHHBIM JOCTYN U (MJIM) BO3JIEUCTBUE HA OOBEKTHI 3aIUTHI
Ha anmapatHoM YpoBHE (IporpamMMbl (MUKpPOINPOrPAMMBI), «IPOIIUTHIE» B
anmnapaTHbIX KOMIIOHEHTAX (YUIICETaXx));

HECAaHKIMOHUPOBAHHBIM JOCTYN U (WJIM) BO3JEHCTBUE HA OOBEKTHI 3aIUTHI
Ha O0IIECHCTEMHOM YPOBHE (ONIEpaIlMOHHBIC CUCTEMBI, TUTICPBU30PbI);

HECAaHKIMOHUPOBAHHBIN TOCTYN U (WJIM) BO3JIEUCTBUE HA OOBEKTHI 3aIUTHI
Ha MPUKIIATHOM YPOBHE (CHCTEMBI yIpaBieHUs 0a3aMu JaHHBIX, Opay3epbl, BeO-
NPWIOKEHUS, WHBIC TPUKIAJAHBIE TPOrpaMMbl OOIIETO W  CHEIUATIBLHOTO
Ha3HAYECHUSA);

HECAHKIIMOHUPOBAHHBIN (U3WYECKUN AOCTyn MW (WJIM) BO3JIEHUCTBHE Ha
OOBEKTHl 3amuThl (KaHAIbl (JTMHWUM) CBS3HU, TEXHUYECKHE CPEICTBA, HOCUTEIHU
UH(OpMAIIUN).



5. AKTyajibHble Yrpo3bl 0€30IaCHOCTM NEPCOHAJbHBIX JAaHHBIX B
HH(OPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX

5.1. Yrpo3bl 0e30MacHOCTH MEPCOHANIBHBIX JAHHBIX SBISIIOTCA aKTyaJlbHBIMU JIJIS
NCTIIH, ecnu cyliecTByeT BEpOSTHOCTh UX pealin3allii HapyIIuTelieM ¢ 0a30BbIM
(HU3KMM) TMOTEHIMAJIOM, M Takas peaju3alus MPUBEIET K HEeNpUEeMIIEMbIM
HETaTHUBHBIM TMOCHEACTBUSAM (ymepOy) OT HapymeHus KOH(PHUICHIIMAIBHOCTH,
HEJIOCTHOCTHU WM JOCTYITHOCTH 00pabaThiBaeMbIX MEPCOHANBHBIX JTAHHBIX.

5.2. C yuetoMm cpeanero ypoBHa ucxonHou 3amumieHHoctd MCIIH, cocraBa
(kaTeropun) U oObema oOpabarbiBaeMbix B VMICIIJIH mepcoHaIbHBIX JTAaHHBIX, a
Takxe ocooeHHocteit ux 00padotku st UCII/IH akTyanbHbI yrpo3bl 0€301aCHOCTH
NEPCOHANIBHBIX JAHHBIX TPETHEr0 THUIA. YTPO3bl OE30MAaCHOCTH NEPCOHAIBHBIX
JAHHBIX TPETHETO THUIIA HE CBSI3aHbl C HAJIMYUEM HEJOKYMEHTHPOBAHHBIX
(HemexIapupoBaHHBIX) BO3MOXKHOCTEH B ucnoiabzyemMoMm B MCII/IH cuctemHoM u
MPUKIIATHOM [IPOTPAMMHOM O0OECIICYEHUH.

5.3. IlpuHumas BO BHUMaHHUE MPUPOJTHO-KIMMATUYECKHUE YCIIOBHSI, XapaKTEepHbIC
1151 BopoHexxckoit 0651acTi B CHITY €€ TeppUTOpUaibHOTo nojoxenus, st UCITIx
TEXHOTEHHBIE YTPO3bl, a TAKIKE YIrPO3bl CTUXUMHBIX OCJACTBUI U UHBIX MPUPOTHBIX
ABJICHUM HEAKTyaJbHbl M JaJIe€ PAcCMaTpPUBAIOTCS TOJIBKO AaHTPOIOTCHHBIC
(mpenHamMepeHHbIe, HEMpeAHAMEPEHHbIE) YTPo3bl OE30MACHOCTH MEPCOHATBHBIX
JTAHHBIX.

C yuerom ocobeHHOcTel (DyHKIIMOHUPOBAHUS, UCIIOJIB3YEMBIX CTPYKTYPHO-
(YHKIIMOHATBHBIX XapaKTEPUCTHUK, TPUMEHSIEMbIX HHPOPMAITMOHHBIX TEXHOJIOTUH,
XapakTepa M CcHoco0OB 0OpaOOTKM NEPCOHANBHBIX NAaHHBIX W MPEANPUHATHIX
Omneparopamu Mep obecrieueHus: 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, a TaKXKe
BO3MOYKHBIX HETAaTUBHBIX MOCIEACTBUH (yIiepOa) OT peaau3aiuy npeHaMepeHHbIe
YIpO3bl YTEUKH MEPCOHAIBHBIX JAHHBIX MO TexHHU4eckuM KaHasam i MCIIx
HEaKTyaJbHBI U Jajiee U3 MPEeIHAMEPEHHBIX yrpo3 0e30MacHOCTH MEePCOHATBHBIX
JAHHBIX  PAcCMATPUBAIOTCS  TOJBKO  Yrpo3bl, peaju3yeMble 3a  CUET
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

C yuerom 0a30BOro (HHU3KOTO) MOTEHIIMATA BO3MOKHBIX HapyIIUTENEeH U
cpeanero ypoBHs ucxoaHou 3ammiieHHocTd HCIIIH BeposTHOCTH (WacToTa)
peanuzanuu  yrpo3 0e30mMacHOCTH MepcoHalnbHbIX JaHHbIX s MCIIJH
OLICHMBAETCSl HE BbIlIe cpeAHeil. OOBEKTUBHBIC MPEINOCHUIKH ISl pean3aluu
yrpo3 0€30MaCHOCTU MEPCOHANbHBIX JAHHBIX CYIIECTBYIOT, HO MPHUHSTHIE MEpPbI
obecrieueHus: 0€30MaCHOCTH MEPCOHANBHBIX JaHHbIX B UCII/[H HeqoCcTaTOUHBI.

C yderom cocrtaBa (kareropuu) u odobema oOpabateiBaeMbix B WCIIAH
MepPCOHAIBHBIX JIAHHBIX, a TAKYKE YPOBHS 3aIIUIIEHHOCTH MEPCOHAJILHBIX TAHHBIX B
NCTI/Ia (Heo0x01MMO 0OeCTICUeHHE HE BBIIIIE YeM BTOPOTO YPOBHS 3AIUIIIEHHOCTH
MIEPCOHANILHBIX JIAHHBIX) OMACHOCTh YIpo3 0€30MacHOCTU MEPCOHATBHBIX JAHHBIX
s paccmarpuBaeMbix TunoB HMCIIJ[H onieHuBaeTcss He Bbilie cpenHeil. B
pe3ysbTaTe HapyIIeHUs OJHOTO U3 CBOMCTB 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX
(KOH(HUIEHIIMATBHOCT, ILIEIOCTHOCTh, JIOCTYITHOCTb) BO3MOXKHBI yMEpPEHHbBIE
HeraTuBHbIE MocinencTBus s Oneparopa U CyObEKTOB MEPCOHAIBHBIX JAaHHBIX.



[Tpu 3TOM OMacHOCTH Yrpo3 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX, HAITPABIEHHBIX
Ha HapylIeHWE HX LEJIOCTHOCTH M JOCTYNHOCTH npu odbpadbotke B MCII/IH
OLICHMBAETCA KaK HH3Kasd. B pesynbrare HapylmieHUs OAHOTO M3 CBOMCTB
0€30MacCHOCTH NEPCOHAIBHBIX JaHHBIX (LEIOCTHOCTh, JOCTYIHOCTb) BO3MOKHBI
HE3HAYUTEJbHbIE HEraTHUBHbIE TMociuencTBus g Omnepatopa U CyOBEKTOB
IIEPCOHAIIBHBIX JaHHBIX.

IlepeueHp akTyalbHBIX YIp03 0€30IaCHOCTH NEPCOHANBHBIX TAHHBIX MPHU UX
obopadotke B UCIIJIH oOpa3oBaTenbHOro yupexaeHus npuseaeH B [Ipunoxxenun
Ne 1.

5.4. CoOBOKYNHOCTb MPEANOJOXKEHHU O BO3MOXKHOCTSX, KOTOpPBIE MOTYT
WCITOJIB30BAThCS MPU CO3JAHUU CIIOCOOOB, MOATOTOBKE M MPOBEACHUM aTak s
paccmaTtpuBaeMbix TunoB MCII/H, B ciiydae npuMeHEeHHs B HUX JUIsl 00ecrieueHust
0e3onacHoctu nepcoHabHBIX JaHHbIX CK3U, ¢ ydetom 6a3oBoro (HU3KOIO)
NOTEHIMAJIA BO3MOXHBIX HapyLIMTEeNe W mnpeanpuHATeix Onepatopaom Mep

oOecrieueHust 0€30MaCHOCTH NIEPCOHATBHBIX JaHHBIX, COACPKUTCS B [IpuioxeHun
No 2.



[Tpunoxenne Ne 1

K Mopenu yrpo3 6€301acHOCTH IEPCOHAIBHBIX TaHHBIX

B MTHQOPMAIIMOHHOW CUCTEME IEPCOHAIBHBIX TaHHBIX
I'bYAOCO «Bepxuecanauuckas JLLI»

[lepeyeHb akTyallbHBIX YIpo3 0€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX IIpu ux 0opadotke B UCII/IH

AKTyaJIbHOCTb
No Wnentuduxarop HCTIONB30BaHUS
i yrpo3sl u3 banka HanmenoBaHue yrpossl (mpuMeHeHus) A IIpumeyanue
JITaHHBIX yIpo3 MOCTPOCHHUS U
peanu3anyy aTaKk
1. VEIL004 VYrposa anmmaparHoro copoca naposst BIOS HeakTyabHo Manast BepOsITHOCTh peain3aiuy yrpo3sl. Huzkas
BO3MOYKHOCTb peanu3alnuu yrpo3sl. Huskas onacHOCTB yrpo3sl

2. VEIL008 YTpo3a BOCCTaHOBJICHHUS ayTeHTU(PHUKATMOHHON AKTVAIBHO CpenHsist BEpOATHOCTS peanu3anuy yrpo3sl. CpenHss

) nHpopManuu Y BO3MOYKHOCTb peanu3anyu yrpo3sl. CpeqHsisi OMacHOCTh YIpoO3bl
3. VEIL009 Yrpo3a BOCCTaHOBIECHHUS NPEABIAYIIEN HeaxtyanHo Manas BepoATHOCTb peanu3anuu yrpossl. Huskas

) ys3BuMoi Bepcun BIOS BO3MOXHOCTh peajan3aluy yrpo3bl. Huskas omacHOCTb yrpo3bl
4. VEILOL2 Yrposa JeCTpyKTUBHOIO U3MEHEHUS Heakrvaibio CpenHsist BEpOATHOCTD peanu3anuy yrpo3sl. CpeqHss

) KOH(UTypanuy/cpeipl OKpY>KSHHUs IPOTPaMM Y BO3MOKHOCTb peanu3anuu yrpo3sl. Huskas onacHOCTb yrpo3sl
5. VEILO13 Yrposa JeCTpyKTUBHOIO UCIIOJIb30BaHUS Heakrvaibio Huzkas BeposTHOCTS peanu3anuu yrpossl. Cpeasss

) JeKnapupoBanHoro ¢pyHknronaga BIOS Y BO3MOXHOCTh peajn3aluuu yrpo3bl. Huskas onacHOCTb yrpo3bl
6. VEILO14 VYrposa JUIMTETBHOTO yAEp KaHUSL HeaxtyansHo Huzkas BeposTHOCTS peanu3auuu yrpossl. Cpeassas

) BBIUUCIIUTEIbHBIX PECYPCOB MOJIb30BATENISIMU BO3MOYKHOCTb peanu3anuu yrpo3sl. Huskas omacHOCTb yrpo3sl
7. VEIO015 Yrpo3a ocTyna K 3anmnaeMsM Qaiiiam ¢ AKTyaiTbHO CpenHsist BEpOATHOCTD peanu3anuy yrpo3sl. CpeaHss

) HCIIOJIb30BaHNEM 00XOJIHOTO MyTH BO3MOKHOCTH peaii3auy yrpo3sl. CpeqHsst OMacHOCTh YTPO3BI
8. VEIL018 VYrpo3a 3arpy3ku HELITaTHOM ONlepaliMOHHON AKTVAIBHO Huskas BeposTHOCTD peanu3anuu yrpossl. CpeaHss

) CHCTEMBI Y BO3MOKHOCTH peai3anyu yrpo3sl. CpeqHssl OTaCHOCTh YTPO3BI
9. VEIL022 Yrpo3a n30BITOYHOTO BBIACTICHHUS OTIEPaTUBHON HeaxTyansHo Huskas BeposTHOCTD peanm3anuu yrpo3sl. Cpeass

aMsITH BO3MOKHOCTH peajii3anyy yrpo3sl. Huskas omacHOCTh yrpo3sl
10. VEIL023 Yrpo3a n3MeHeHHsT KOMIIOHEHTOB CHCTEMBI HeaxTyansHo CpenHss BepOSATHOCTS peasin3aliiy yrpo3sl. CpemHsis
BO3MOKHOCTH peajii3anyu yrpo3sl. Huskas omacHOCTh yrpo3sl
11. VEN.027 Yrposa I/ICIfa)KeHI/Iﬂ BBE))IPIMOfI Y BBIBOJUMOI Ha HeaxTyansHo Marnast BeposiTHOCTh peanu3aluu yrpo3sl. Huskas
nepugepuitHple yCTporicTBa HHpOpMAIUU BO3MOKHOCTH peajii3ayy yrpo3sl. Huskasi omacHOCT YyIpo3sl

12. VEI.028 Yrpo3a HCHOIBb30BaHMs aJbTEPHATUBHBIX ITyTEH AkTyanbHo CpenHss BepOATHOCTH peann3aiy yrpo3sl. CpemHss

JIOCTYyIIa K pecypcam

BO3MOXHOCTb p€aJin3alliu yrpo3bl. CpC,Z[HHH OINaCHOCTb YI'PO3bI




AKTyanbHOCTb

No Wnentuduxarop UCTIONB30BaHUS
w yrpo3sl u3 banka HaumeHnoBaHue yrposst (mpumeHeHus) A IIpumeuanue
JIaHHBIX yrpo3 MIOCTPOEHHS U
peanu3alyy aTaKk
13. Yrpo3a ucnoap30BaHus HHPOPMAITHN Hwuzkas BeposTHOCTE peanm3anuu yrpo3sl. Cpeaass
YBU.030 WACHTU(QHUKAINN/ayTeHTA()UKAIIH, 3aJaHHON IO AKTyampHO BO3MOKHOCTH peajii3auy yrpo3sl. CpeqHsist OITacCHOCT YTPO3BI
YMOTYaHHIO
14. VEIL031 YTrpo3a UCIOTB30BaHM MEXaHU3MOB ATyansHo Hwuzkas BeposTHOCT peanm3anuu yrpo3sl. Cpeaass
) ABTOPH3ALMU 17151 MOBBIIECHUS NPUBUIETUI BO3MOYKHOCTb peanus3anyy yrpo3sl. CpeqHsist OMacHOCTh YIpo3bl
15. VEILO045 Yrposa HapylEeHHs H30JIAUUN CPEIB Heakrvaibio Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
) ucnonsenus: BIOS Y BO3MOKHOCTh peaii3aiuu yrpo3sl. CpeqHssl OaCHOCTh YIPO3bl
16. Yrpo3a HapyluieHuUs MPOLEAYpPbI Marnas BeposITHOCTh peann3aluu yrpo3bl. Huskas
YBU.046 ayTeHTH(]UKAIMK CyOBEKTOB BUPTYAILHOTO HeakryanbsHo BO3MOKHOCTH peajn3aluu yrpo3sl. CpeqHss OIacHOCTh YIPO3bI
MH(OPMALIMOHHOTO B3aUMOJICHCTBHS
17. VEU.049 VYrpo3a HapylIeHHs LEeJI0CTHOCTH AAHHBIX Kellla HeakxTyamsHo Manas BepOsSITHOCTb peanusanuu yrpo3sl. Huzkas
BO3MOKHOCTH peaji3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
18. Yrpo3a HeBO3MOXHOCTH BOCCTAHOBJICHUS Marasi BepoSATHOCTh peanu3aiiu yrpo3sl. Huskas
YBN.051 ceccun padbotel Ha [I9BM nipu BeIBOsIE 13 HeakryanbsHo BO3MOXHOCTb peanu3aluuy yrpo3sl. Huskas onacHOCTb yrpo3bl
MIPOMEKYTOUHBIX COCTOSIHUN MUTaHUS
19. VEM.053 Yrpo3a HEBO3MO>KHOCTH YIIPABJICHUS IIPaBaMU Heakrvansso Manas BepOsSITHOCTb peanusanuu yrpo3sl. Huskas
) noJsib3oBareseit BIOS Y BO3MOXHOCTh peajn3aluuu yrpo3bl. Huskas onacHOCTb yrpo3bl
20. VEIL059 Yrpo3a HEKOHTPOJIMPYEMOTO pOCTa YUCIIa HeaxtyansHo Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
) 3ape3epBUPOBAHHBIX BBIYHCIUTEIBHBIX PECYPCOB BO3MOKHOCTb peanu3anuu yrpo3sl. Huskas onacHOCTb yrpo3sl
21. VEILO67 Yrpo3a HENpaBOMEPHOTO 03HAKOMIIEHHS C AKTVAILHO CpenHsist BEpOSATHOCTS peanu3anuu yrpo3sl. CpeaHss
) 3amuinaeMon nHpopmaren Y BO3MOYKHOCTb peanu3anuu yrpo3sl. CpeaHsisi OMacHOCTh YIpo3bl
22. Yrpo3a HeCaHKIIMOHHPOBAHHOIO Huzkas BeposTHOCTS peanu3auuu yrpossl. Cpeassas
YBU.071 BOCCTAHOBJIEHUSI YJAJICHHOH 3aliuiaeMon AKTyanabHO BO3MOXHOCTh peaiu3aluu yrpo3bl. CpeHssi OacHOCTb YTPO3bl
HHPOpPMATUU
23. Yrpo3a HECaHKIIMOHUPOBAHHOTO BBIKIIFOUEHUS Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
YBU.072 WM 00X0/1a MEXaHM3Ma 3allUThl OT 3alTUCH B Heaxtyanszo BO3MOXKHOCTb peanu3anuu yrpo3sl. CpeqHssl 0acHOCTh YIpO3bl
BI1OS
24. VEIL074 Yrpo3a HEeCaHKIIMOHWPOBAHHOTO JI0CTYTIA K AKTVAIILHO Huskas BeposTHOCTD peanm3anuu yrpo3sl. Cpeasss
) ayTeHTU(UKAIMOHHONW MH(POPMAIIUU Y BO3MOYXHOCTh pean3aniy yrpo3bl. CpeqHsst OacHOCTh YTPO3bI
25. VEIL075 Yrpo3a HECaHKIIMOHWPOBAHHOTO JI0CTYTIA K HeaxtyansHo Mautast BepOATHOCTh peanu3aiin yrpo3sl. Huskas
BUPTYaJIbHBIM KaHAJaM Mepegayun BO3MOKHOCTH peaii3anyu yrpo3sl. CpeqHssl OTaCHOCTh YTPO3HI
26. VYrpo3a HECaHKIIMOHUPOBAHHOI'O JOCTYIA K CpenHss BepOATHOCTH peanu3aiy yrpo3sl. CpemHss
YBU.084 CHCTEME XpaHeHHs JaHHBIX U3 BUPTYAJIbHON 1 AKTyarpHO BO3MOKHOCTH peai3anuu yrpo3sl. CpeqHssl OITaCHOCT YTPO3BI

(wn) pu3NIecKon ceTn




AKTyanbHOCTb

No Wnentuduxarop UCTIONB30BaHUS
w yrpo3sl u3 banka HaumeHnoBaHue yrposst (mpumeHeHus) A IIpumeuanue
JAHHBIX yTPO3 MIOCTPOCHHUS
peann3alyy aTak
217. VEIL086 YTpo3a HECAaHKIIMOHUPOBAHHOTO H3MEHEHUS HeakTvanbio Huskast BeposiTHOCTD peanu3anuu yrpo3sl. CpenHsis
) ayTeHTH(UKAIIMOHHON MH(POPMALIH Y BO3MOXKHOCTb peasIn3anuy yrpo3sl. Hu3kas onacHOCTE yrpo3sl
28. VEIL087 YTpo3a HECAHKIIMOHHPOBAHHOTO HCIOIB30BAHUS HeakTvanbio Marnas BEpOATHOCTb peanu3anun yrpo3sl. Huskas
) PUBIICTHPOBAHHBIX QyHKIHI BIOS M BO3MOKHOCTH peajii3ayi yrpo3sl. CpeqHsisl OITaCHOCTh YTPO3HI
29. VEIL088 YTpo3a HeCaHKIIMOHUPOBAHHOTO KOITMPOBAHMS AKTVAILHO CpenHsis BEpOSATHOCTh pean3aiy yrpo3sl. CpenHsis
) 3amuImaeMoi nHdopmManuu Y BO3MOXKHOCTb peasin3anuy yrpo3sl. CpenHsist OacHOCTh YTPO3bl
30. VEIL089 YTpo3a HeCaHKIIMOHUPOBAHHOTO AKTVAILHO CpenHsis BEpOSTHOCTh pean3ay yrpo3sl. CpenHsis
) peakTHPOBAHUS peecTpa Y BO3MOKHOCTh peaji3alyu yrpo3sl. CpeqHssl OaCHOCTh YIPO3bl
31. VEIL090 Yrpo3a HeCaHKIIMOHUPOBAHHOTO CO3JaHUs AKTVATBHO CpeaHsist BepOSTHOCTh peanu3anuu yrpo3bl. CpeaHsis
) YYETHOM 3a1MCH MOJIb30BATENS Y BO3MOYHOCTH peain3aiii yrpo3bl. CpeqHsst OacHOCTh YTPO3bl
32. VBIL091 Yrpo3a HeCaHKIIMOHUPOBAHHOT'O yaJICHUS HeakTvanbao Huskas BeposTHOCTD peanu3anuu yrpossl. Cpeansas
) 3amuiaeMoi nadopmanuu Y BO3MOKHOCTh peaji3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
33. VEIL093 Yrpo3a HeCaHKIIMOHUPOBAHHOT'O YIIPABICHUS HeakTvanbao Mauast BepoSTHOCTh peanu3aiiu yrpo3sl. Huskas
) Oydepom Y BO3MOKHOCTH peaji3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
34. VEI.100 Yrpo3a 06x07a HEKOPPEKTHO HACTPOCHHBIX HeakTvantsao Mauast BepoSATHOCTh peanu3aiiu yrpo3sl. Huskas
) MEXaHHU3MOB ayTeHTH(UKAINU Y BO3MOKHOCTH peai3anyu yrpo3sl. CpeqHssl OTaCHOCTh YTPO3BI
35. Yrpo3a nepe3arpys3ku anmnapaTHbiX U CpenHss BepOATHOCTh peanu3aliy yrpo3sl. CpeqHss
YBU.113 IIPOrpaMMHO-aIIapaTHEIX CPENCTB HeakryainbHo BO3MOXHOCTb peanu3aluuu yrpo3bsl. Huskas onacHOCTb yrpo3bl
BBIYHCIINTEIHHON TEXHUKU
36. VEM.115 Yrpo3a nepexBaTa BBOJUMOH M BEIBOJUMOM Ha HeakTvatbio Marast BeposSTHOCTh peau3alin yrpo3bl. Huskas
) nepudepuitable ycTpolcTBa HHGOPMAIIH Y BO3MOXKHOCTb peasin3anuy yrpo3sl. CpesHsist OTacHOCTh YTPO3bl
37. VEIL121 YTpo3a MoBpeskIeHHsI CHCTEMHOTO peecTpa HeakTyaibHo Marast BeposSTHOCTb peau3aliu yrpo3bl. Huskas
BO3MOXKHOCTb peasiM3anuy yrpo3sl. Hu3kas onacHOCTb yrpo3sl
38. VEN.123 Yrpo3sa moxbopa mapoins BIOS HeaxtyansHo Manast BeposITHOCTh peanu3aiuu yrpo3sl. Huzkas
BO3MOXKHOCTb peasin3anuy yrpo3sl. CpeHsist OacHOCTh YTPO3bl
39. VEIL124 VYrpo3a nogaenku 3anucei xKypHaiga Heakrvantbao Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
) perucTpanuu coObITHHA Y BO3MOKHOCTb peanu3anuu yrpo3sl. Huskas onacHOCTb yrpo3sl
40. VEIL129 VYTrpo3a nogMeHsl pe3epBHON KOMUU Heakrvantbao Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
) nmporpaMMHOTO obecniedenust BIOS y BO3MOXXHOCTb peanu3alnuu yrpo3sl. Hu3kast onacHOCTh yrpo3bl
41. VEIL140 VYrpo3a npuBeneHUs CUCTEMBI B COCTOSTHUE HeakTyansHo CpenHsis BepOATHOCTH peanu3aliy yrpo3sl. CpemHss
) «OTKa3 B 00CITY)KUBAHHUN BO3MOKHOCTH peajii3ayy yrpo3sl. Hiskas onacHOCTh yrpo3sl
42. VEIL.144 Yrpo3sa mporpamMMmHOTO cOpoca maposist BIOS HeaxTyansHo Manast BepOSITHOCTh peaiu3aliiy yrpo3sl. Huskas

BO3MO>KHOCTb peasn3auuy yrpo3sl. CpesHsist OIacCHOCTb YTPO3bl




AKTyanbHOCTb

No Wnentuduxarop UCTIONB30BaHUS
w yrpo3sl u3 banka HaumeHnoBaHue yrposst (mpumeHeHus) A IIpumeuanue
JIaHHBIX yrpo3 MIOCTPOEHHS U
peanu3alyy aTaKk
43. VEIL145 Yrpo3a npolrycka NpoBEPKH LETOCTHOCTH HeakrvaibHo Manas BepoSITHOCTh peanu3aluu yrpo3sl. Huzkas
) POTPaMMHOT0 00€CIEYECHUS Y BO3MOKHOCTh peann3alyu yrpo3sl. Huskas omacHOCTb yrpo3sl
44, VEN.152 Yrpo3a ynaneHus ayTeHTUPUKAITHOHHOM HeakTvanbio Marasi BepOATHOCTh peann3aliy yrpo3sl. Huskas
) nHpopManun Y BO3MOYKHOCTh peann3alyu yrpo3sl. Huskas omacHOCTb yrpo3sl
45, Yrposa ycuneHus BO3IeHCTBHS Ha Huzkas BeposTHOCTH peanu3auuu yrpossl. Cpensss
YBU.153 BBIYHCIIUTENbHBIE PECYPCHI OJIb30BATENEH MIPH HeakryanbHo BO3MOXHOCTh peaju3aluuy yrpo3bl. Huskas omacHOCTb yrpo3bl
MIOMOIII CTOPOHHUX CEpBEPOB
46. VBILI5S Yrpo3a yTpaThl BEIUUCIUTEIBHBIX PECYPCOB HeakTyabHo Huskas BeposTHOCTS peanu3anuu yrpossl. Cpeansas
BO3MOKHOCTh peaji3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
47. VEU.156 Yrpo3a yrparsl HocuTenei nHopmanuu AKTyaTbHO Huskas BeposTHOCTD peanu3anuu yrpossl. Cpeansas
) BO3MO>KHOCTH peaji3aluy yrpo3el. CpesiHss ONacHOCTh
48. VEM.158 Yrpo3sa popmarupoBaHust HOCUTENEH HeakrvansHo Manas BepOsSITHOCTb peanusanuu yrpo3sl. Huzkas
) nHdopmanuu Y BO3MOKHOCTh peaji3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
49, VEUN.162 Yrpo3a skcIutyatauu uppoBoH MOAMUCH HeakTyamsHo Marnast BeposITHOCTh peanu3aiuu yrpo3sl. Huskas
) IPOTPaMMHOTO KoJia BO3MOKHOCTh peaji3aluu yrpo3sl. Huskas onacHOCTh yrpo3sl
50. Yrpo3a HENOATBEP>KICHHOTO BBOAA JAHHBIX Mauast BepoSATHOCTh peanu3aiiu yrpo3sl. Huskas
YBU.177 OIIEpaTOPOM B CUCTEMY, CBA3aHHYIO C HeakryainbHo BO3MOXHOCTb peanu3aluuu yrpo3bsl. Huskas onacHOCTb yrpo3bl
6€301acHOCTBI0
51. VEI.178 Yrpo3a HECaHKIIMOHUPOBAHHOTO HCIOIb30BAHNUS AKTyastbHo CpenHsist BEpOATHOCTD peanu3anuy yrposbl. CpenHss
) CHUCTEMHBIX U CETEBBIX YTHIHUT BO3MOKHOCTb peanu3anuu yrpo3sl. CpeaHsisi OMacHOCTh YIpo3bl
52. VEI179 YTpo3a HeCaHKIIMOHNPOBAHHON MOIU(HUKALIIH Heakrvaibio CpenHsist BEpOATHOCTS peanu3anuu yrpo3sl. CpeaHss
) 3amuiaeMon HHpopMaIu Y BO3MOKHOCTb peanu3anuu yrpo3sl. Huskas onacHOCTb yrpo3sl
53. VEIL180 Yrpo3a 0TKa3a HoACUCTEMbI 00ecTIeueH s HeaxtyansHo Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
) TEMIEPATYPHOrO PeKUMa BO3MOKHOCTb peanu3alnuu yrpo3sl. Hu3kast omacHOCTb yrpossl
54. VEIL182 Yrpo3a Gpuzndeckoro ycrapeBaHus alrmapaTHbIX HeaxtyansHo Manas BepoATHOCTb peanu3anuu yrpo3sl. Huskas
) KOMIIOHEHTOB BO3MOKHOCTb peanu3anuu yrpo3sl. Huskas onacHOCTb yrpo3sl
55. VYTpo3a HECAaHKIIMOHUPOBAHHOTO U3MEHEHHUSI Manas BepoaTHOCTb peanu3anuu yrpo3sl. Huskas
YBU.185 [1apaMeTpPOB HACTPOMKH CPENCTB 3aLUThHI HeakryanbHo BO3MOKHOCTH peajii3anuu yrpo3sl. CpeqHsst OITaCHOCT YTPO3BI
nHPOpPMALTIT
56. VEI.191 Yrpo3a BHEAPEHNUS BPEJOHOCHOTO KOZa B AKTVAIILHO Hwuzkas BeposTHOCTD peanm3anuu yrpo3sl. Cpeass
) JUCTPHOYTHB NPOTPAaMMHOTO 00ECTIeYeHHUS Y BO3MOKHOCTH peaii3anyu yrpo3sl. CpeqHssl OTaCHOCTh YTPO3HI
57. VEN.192 Yrpo3a uCnoab30BaHus YA3BUMBIX BEPCUH AKTyasIbHO CpenHss BepOSATHOCTH peann3aliy yrpo3sl. CpemHss

MPOrPaMMHOTO 00eCTIeUeHUS

BO3MO>KHOCTb pean3auuy yrpo3sl. CpeHsist OIacHOCTb YTPO3bl




Wnentudukatop

AKTyanbHOCTb
UCTIONB30BaHUS

rJI\;.fI yrpo3sl u3 banka HaumeHnoBaHue yrposst (mpumeHeHus) A [Ipumeuanue
JAHHBIX yTPO3 MIOCTPOCHHUS
peann3alyy aTak
58. Yrpo3a HapymeHus paboTH KOMIIBIOTEPA U CpenHsis BepOATHOCTH peann3ain yrpo3sl. CpenHss
VEIL205 6JIOKPIpOB8.HHiI JOCTYyIa K €T0 JaHHBIM H3-32 HeakTyaibHo BO3MOXKHOCTb peasli3anuyl yrpo3sl. Hu3kas omacHOCTh yrpo3bl
HEKOPPEKTHOH pabOThl YCTaHOBJICHBI HA HEM
CPEZCTB 3aIIUTHI
59. YTpo3a HeleaeBoro NCIoIb30BaHHS CpenHsis BEpOSTHOCTh pean3aiy yrpo3sl. CpenHsis
YBI.208 BBIYHCIUTENBHBIX PECYPCOB CPEICTBA HeakryanbHo BO3MOXHOCTh peaiu3aluuy yrpo3bl. Huzkas onacHOCTb yrpo3sl

BBIYMCIUTEIbHON TEXHUKU




[Tpunoxxenune Ne 2

K Mojenu yrpo3 0e30macHOCTH EPCOHANBHBIX TaHHBIX
B MH(OPMALIMOHHOM CUCTEME NEPCOHATBHBIX JaHHBIX
I'BYIOCO «Bepxnecanaunckas LI

COBOKYITHOCTB MPEIITOIOKEHUN O BO3MOKHOCTSIX, KOTOPbIE MOT'YT UCIIOJIb30BATHCS IIPHU CO3/IaHUU CIIOCOOO0B,
noAroToBke u nposenenuu atak s UCIIH, ecou ais obecrieueHrs 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npuHATO penieHue npuMmenenuss CK3U

AKTyaJabHOCTb
. HCTIONB30BaHUS
Ne YTO4YHEHHBIE BO3MO)KHOCTH HAapYIIUTENIEH U HalpaBJICHUS aTak
(mpuMeHeHus) A O00CHOBaHHE OTCYTCTBHS
n/n (COOTBETCTBYIOIINE aKTyaJIbHbIE YIPO3BI)
MOCTPOCHHUS U
peanu3anyy aTaKk
1.1. | [IpoBeneHne  aTaku TpH  HAXOXKICHHHM B  Ipejaenax AKTyanabHO
KOHTPOJIMPYEMOI 30HBI
1.2. | IIpoBenenue atak Ha 3tamne 3kcrutyatanuun CK3U Ha cienyromnue HeaxryanbHo IIpoBoasTcst paboTHI MO MOAOOPY COTPYIHHKOB, MPUBUICTHPOBAHHBIC

OOBEKTEI:
JOKYMCHTAITHIO Ha
(YHKIIMOHUPOBAHUS;
MOMEILIEHUs, B KOTOpbIX HaxozisaTcsi komnoHeHTel MCIIAH, Ha
koTopbIxX peanm3oBanbl CK3U u cpena hyHKIMOHHPOBaHUSL

CK3U u KOMITIOHEHTBI cpenbl

nons3oBatenn MCITJIH Ha3HAYal0TCsl M3 YKMCTa TOBEPEHHBIX JIHII.
ObecnieunBaeTCs KOHTPOIUPYEMBIH TOCTYI (KOHTPOIUpYEeMasi 30Ha) B
aJIMUHUCTPATUBHBIC 3MaHUS ¥ (WIM) MMOMEHICHHS C KOMIIOHCHTaMHU
UCIIJH. Yka3aHHbIE MOMEUICHUS] OCHAIIEHBbl BXOAHBIMU JIBEPHBMHU C
3aMKaMH, YCTAHOBJIEH MOPANOK JOCTylla B OSTH IOMEIICHHUS,
MPENSATCTBYIOLUH BO3MOKHOCTH HEKOHTPOJIUPYEMOTO IPOHUKHOBEHUS
wiH peOBIBaHUS JIVII, He IMEIOIINX TIpaBa AOCTyna B HuX. B pabouee
BpeMs, B CiIydae yxoJia JIUIl, UMEIOIUX MPaBO CAMOCTOSITETHLHOTO
JIOCTyIa B YKa3aHHbBIE TTOMEIIEHUS, a TAKXKe B Hepabouee BpeMsl IBEpH
STUX MOMENICHUN 3aKPhIBAIOTCSA Ha KITF04. JlocTyn MOCTOPOHHUX JIHIT B
nomemnieHus: ¢ kommoHeHTamu WCIIJIH gomyckaeTcss TOJBKO B
MPUCYTCTBUU JIUI], UMEIOIINX IPABO CAMOCTOSTENLHOTO JOCTyNa B
JAHHbIC IIOMEUICHUWS HAa BpEMs, OTrPaHHYCHHOE  CIYXEeOHOU
HE00X0AUMOCTHIO. [Ipr 3TOM peANPUHUMAIOTCSI MEPBI, HCKITFOYAIOIIHNE
BO3MOXKHOCTh JIOCTYIIa IOCTOPOHHMX JIHIl K 00OpabaThIBaeMbIM
MEPCOHAIBHBIM JJAHHBIM U IPYTHM 00BEKTaM 3aIlUTHI.

YcTaHOBIIEH MOPAIOK 00SCICYUBAIOIINI COXPAHHOCTD JOKYMEHTAIIHI
Ha CK3U, mammHHBIX HOCHTeNned HHGOpPMaMu C KOMIUIEKTAaMH
BocctaHoBneHnss CK3WM, HocuTeneil KIIOUEBOW, MapoiIbHOM U
ayreHTudumpyomeii mapopmarmm. Jlokymentanus Ha CK3U wu




AKTyanbHOCTb
UCTIONB30BaHUs

Ne YTO4YHEHHBIE BO3MOXKHOCTH HApYIIUTENIEH U HApaBICHUs aTak
/I (COOTBETCTBYIOIIKE aKTyaIbHBIC YTPO3BI) (npumeneHH) S OBocrosanue oTcyTCTBUA
MOCTPOCHHUS U
peann3alyy aTak
YKa3aHHBIE HOCUTENN XPAHSITCS TOJIBKO B ceiihax MM 3aKphIBACMBIX Ha
KITI0Y mkadax (SMHUKax) B YCIOBHUAX, IPENSTCTBYIOIINX CBOOOJTHOMY
JOCTYIy K HUIM IIOCTOPOHHHX JIHI]
1.3. | [lomy4yenne B paMKax MpeAOCTABICHHBIX MOJTHOMOYHIA, a TaKKe B AKTyanbHO
pe3ynbTaTe HaOIIOICHNH ciIenyromei nadopmanum:
CBEICHHH O (M3MYECKUX Mepax 3allUThl 0OBEKTOB, B KOTOPBIX
pasmemensl pecypebt UCIH;
CBEJCHUI O Mepax IO OOECNEYEeHUIO0 KOHTPOIHUPYEMOH 3O0HBI
00BEKTOB, B KOTOPBIX pa3mMeltieHbl pecypebl MCIT/IH;
CBEICHUI 0 Mepax IO PasTPaHHYEHHUIO TOCTYyINa B MOMELICHUS, B
KoTOopbiXx Haxomaarcsa KommoHeHTel WCIIJIH, Ha KOTOpBIX
peamm3osansl CK3U 1 cpena pyHKIIMOHMPOBAaHUS
1.4. | Ucnonp3oBanue mTatHeIX cpeacts MWCII[H, B KOTOpOH AKTyanbHO
ucnonssyercss CK3U, orpannuennoe peannzoBanueiMu B UCITIH
MepaMH, HalpaBlICHHbBIMH Ha MPENOTBPAIICHHE U IIPECEUCHHE
HECaHKIIMOHNPOBAHHBIX ACHCTBHUIH
2.1. | Ousuveckuii moctynm k kommoHeHTaM HMCII/IH, Ha KOTOpPBIX Heakryansno [IpoBomsTcst paboThl MO OAOOPY COTPYIHHUKOB, PUBUIICTHPOBAHHEBIC
peamuzosansl CK3U 1 cpena GpyHKIIMOHMPOBAaHUS nosnb3oBareny MCIIIH Ha3HauaroTes U3 YKcia J0BEPEHHBIX JIULL.
Oo0ecrieunBaeTcsi KOHTPOJIUPYEMBII JOCTYM (KOHTpOJIMpyeMast 30Ha) B
aIMUHUCTPATUBHBIC 3JaHUS M (WIM) MOMEIIEHHS C KOMIIOHEHTaMH
HCTI[IH. Yka3aHHBIE MOMEIICHHs] OCHAIIEHBl BXOJHBIMU JBEPHMH C
3aMKaMH{, YCTaHOBJEH TIOPAJOK JOCTyma B OJTH IOMEILICHHS,
HPENATCTBYIOMNI BO3MOXKHOCTH HEKOHTPOJINPYEMOTO TPOHUKHOBEHHS
WM TIpeOBbIBaHMs JIML, HE UMEIOLIMX MpaBa JOCTyna B HuX. B pabouee
BpeMs, B Cllyyae yXoJa JIMI[, UMEIOUIUX IIPaBO CaMOCTOSTEIbHOTO
JIOCTyIIa B yKa3aHHbBIE IIOMEIIEHHMS, a TAaKXKe B Hepabouee BpeMs ABEpH
9THX INOMEILEHUH 3aKphIBAIOTCA Ha KoY. JIOCTYN HOCTOPOHHUX JIUI[ B
noMmenieHuss ¢ kommnoHeHtamu MCII[IH nomyckaercs TONBKO B
MPUCYTCTBUH JIUL, MUMEIOUIUX IPaBO CAMOCTOSTEIbHOIO AOCTyHa B
JaHHBbIE TIOMEIICHHS HAa BpeMs, OrPaHHYCHHOE  CIIy)KeOHOMH
Heo0xoauMocThI0. IIpn 3TOM peApUHIMAIOTCS MEPHI, HCKITIOYAIOIINe
BO3MOXHOCTh JIOCTYNa IOCTOPOHHUX JHUI] K oOpabaThiBaeMbIM
MIEPCOHAIBHBIM JAaHHBIM U IPYTHM 00BEKTaM 3aIlUTHI
2.2. | BO3MOXHOCTb pacrojiarath WA BO3JICHCTBOBATH HA allapaTHbIC HeaxtyansHo BasoBoro (HM3KOro) NOTEHNIHANA HAPYIINTEIS HEZOCTATOYHO IS

xomnoHeHTHl CK3W u cpeny GyHKIIMOHUPOBaHMS, OTPAHWYCHHAS

peaT3aIy yTpO3bL.




/1

YTouHEHHBIE BO3MOKHOCTH HapyIIUTEIEeH U HAaIIPaBJICHHS aTakK
(COOTBETCTBYIOIIKE aKTyaIbHBIC YTPO3BI)

AKTyanbHOCTb
UCTIONB30BaHUs
(npuMeHeHus) s
MOCTPOCHHUS U
peann3alyy aTak

O00CcHOBaHHE OTCYTCTBHS

Mepamu, peanmzoBaHHbIMA B VICIT/IH, B KOTOpOH HCHOIB3yeTCs
CK3U, HampaBieHHBIMH Ha TIpEJOTBpAIlEHHE W TIpeceucHUe
HECAaHKLMOHUPOBAHHBIX AEHCTBUN

[IpoBomsTcst paboTel Mo OAOOPY COTPYAHHUKOB, IPUBUIICTHPOBAHHEBIE
nonp3oBaren MCIT/{H Ha3HAUAIOTCS U3 YHCa JOBEPCHHBIX JIHIL.
ObecnieunBaeTcs KOHTPOIUPYEMBIH TOCTYT (KOHTPOJIUpyeMasi 30Ha) B
aJIMUHUCTPATUBHBIC 3MaHUA ¥ (WIM) MOMEIICHUS C KOMIIOHCHTaMH
UCII[JH. Yka3aHHBIE MOMELIEHHUS] OCHAUIEHbl BXOAHBIMU JBEPbMH C
3aMKaMH, YCTaHOBJIEH TMOPAJOK JOCTyIa B OTH [OMEIIEHHUS,
MPENATCTBYIONINI BO3MOXHOCTH HEKOHTPOJIUPYEMOTO POHUKHOBEHHUS
WK TpeOBIBaHUS JIHIl, HE UMCIOIIHX MIpaBa OCTyna B HUX. B pabouee
BpeMs, B Cilydae yxoJia JIUI, UMEIOIIUX MpPaBO CAMOCTOSITEIHLHOTO
JIOCTyIa B YKa3aHHbIE TIOMEIIEHHS, a TaKke B Hepabouee BpeMs JIBEpU
STHX TOMEIIEHUH 3aKphIBAIOTCS HA KITF0Y. JIOCTYI MOCTOPOHHUX JIUI] B
nomemieHuss ¢ komnoHeHTamu HMCII[lH nomyckaercss TOJIBKO B
MPUCYTCTBUH JIUI, MUMEIOIINX MPaBO CaMOCTOSTEIHHOTO AOCTyHa B
JaHHBIE TIOMCIICHHS Ha BpEMs, OTrPaHWYCHHOE  CIYXeOHOMH
HE00X0aUMOCThIO. [Ipr 3TOM Ipe ANMPUHUMAIOTCS] MEPBI, HCKITIOYAIOTIIHE
BO3MOXKHOCTh JIOCTYIIa IIOCTOPOHHHX JIHIl K 0OpabaThIBaeMBbIM
MEPCOHAIBHBIM JIAaHHBIM U APYTUM OOBEKTaM 3aIlHTHI.
OcymecTBisieTcss pa3TpaHUuCHUE, PEerucTpanus W ydeT JOoCTyma
nonb3oBareneii MCIIJIH k oObekTaM 3aliuThl C HCIOJIb30BAaHUEM
opranu3anuoHHeix Mep u cpencts MCIIJIH. IlpaBamu ympaBneHus
(aAMUHUCTPUPOBAHHST) NCIIH obnagaroT TOJIBKO
MIPUBUIETHPOBAHHBIE TIOJIH30BATENH

3.1.

Co3manne cmocoboB, MOATOTOBKA U IPOBEACHHE aTak C
NIPUBJICYEHUEM CIIELUAINCTOB B O0JACTH aHAIN3a CHUTHAJIOB,
compoBoxknaromux  ¢yHknuorupoanne CK3U w  cpemsr
(GYHKIMOHMPOBaHWS, W B OOJACTH  WCIIOJNB30BAHMSA IS
peaiM3alyy aTak HeJJOKYMEHTHPOBAHHBIX (HeIEKIapUpOBaHHBIX)
BO3MOXKHOCTEH MPHKJIIAJHOTO MPOTrPaMMHOTO 00eCIedEeHUs

HeakryanbHo

He ocymectBusercss 00paboTka CBeACHMA, KOTOPHIE
TIPEACTABISTE HHTEPEC AJISl PEan3allii BOSMOYKHOCTH.
Bblcokass CTOMMOCTH ¥ CIIOXHOCTh  ITOJITOTOBKH
BO3MOXKHOCTH.

Jnst UCIT/IH akTyasabHBI yTpo3bl 0€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX
TPEThEro TUIA, HE CBS3aHHBIE C HAIUYUEM HENOKYMEHTHPOBAHHBIX
(HenexIapupOBaHHBIX) BO3MOKHOCTEH B MCHOJIH3yEMOM CHCTEMHOM H
MIPUKJIAJHOM ITPOTPAMMHOM 00eCTIedeHUN

MOTYT

peaim3anu




AKTyanbHOCTb
UCTIONB30BaHUs

Ne YTouHEHHBIE BO3MOKHOCTH HapyIIUTEIEeH U HAaIIPaBJICHHS aTakK
/I (COOTBETCTBYIOIIKE aKTyaIbHBIC YTPO3BI) (npumeneHH) S OBocrosanue oTcyTCTBUA
MOCTPOCHHUS U
peann3alyy aTak
3.2. | IIpoBenenune mabopaTOpPHBIX HCCIIeTOBaHUN CK3U, HeaxryansHo He ocymecrtBusiercss o00paboTka CBeieHHI, KOTOpBIE MOTYT
UCTIONB3YEMBIX BHE KOHTPOJIHPYEMOIl 30HBI, OrpaHWYECHHOE MIPEACTABISITE HHTEPEC (MOTHUBALNIO) ISl PEATM3AIH BO3MOKHOCTH.
Mepamu, peannzoBaHHbIMA B VICIT/IH, B KOTOpOH HCHOIB3yeTCs Bricokass CcTOMMOCTP M CIIO)KHOCTb TOATOTOBKH  pealM3aluu
CK3M, HampaBneHHBIMH Ha NPENOTBPAIEHWE M IIPECEUCHHE BO3MOXKHOCTH
HECaHKIIMOHNPOBAHHBIX AEHCTBUI
3.3. | IlpoBenenne pabOT MO CO3IAHMIO CHOCOOOB M CPEICTB aTak B HeakryansHo He ocymecTBusercss o00paboTka CcBefeHHH, KOTOpPBIE MOTYT
HAy4YHO-HMCCIIEOBATEILCKUX LIEHTPaX, CIEHUAIN3UPYIOIIUXCS B NPEACTaBIATh HHTEpeC (MOTUBALIUIO) I PEeaTu3allii BOZMOXKHOCTH.
obmactu  paspaborkm u  amamm3a CK3UM u  cpensl Bricokass CTOMMOCTP ¥ CIOXKHOCTh TIOJATOTOBKH pealu3aliu
(byHKHI/IOHI/IpOBaHI/IH, B TOM YHCJIC C UCIIOJIb30BAHUCM HCXOJHBIX BO3MOXXHOCTH
TEKCTOB BXOAALICTO B CPCAbI q)yHKHI/IOHI/IpOBaHI/ISI MPpUKJIaJHOTO
MPOrpaMMHOT0 00ecIieueHH s, HEOCPEACTBEHHO UCIIOBb3YIOLIEro
BEI30BHI IporpaMMHEIX ¢yHKni CK31
4.1. | Co3manme cnocoboB, TOATOTOBKA W IIPOBEJCHHE aTak C HeakryansHo He ocymecTtBusercss o00paboTka CcBefeHHH, KOTOpBIE MOTYT
MIPUBJICYCHUEM CIELHUATHCTOB B OOJIACTH HCIIOJIB30BAHUS IS MIPEACTABIITE HHTEPEC AJIS PEATN3aI[id BOSMOXKHOCTH.
peanm3ayy aTak HeJOKYMEHTHPOBAHHBIX (HEAEKIapUPOBAHHBIX) Bbicokass CTOMMOCTP ¥ CIOXHOCTh IOJTOTOBKH  peaH3alliy
BO3MOXKHOCTEH CHCTEMHOT'0 POTPAMMHOT0 00€CTIeYeHHS BO3MOXKHOCTH.
Jus UCIT 11 akTyanbHBI yTpo3bl 0€30I1aCHOCTH IEPCOHATBHBIX JaHHBIX
TPEThEro THUIA, HE CBA3AaHHBIE C HAINYNEM HEJOKYMEHTHPOBAHHBIX
(HenekIapupOBaHHBIX) BOZMOXKHOCTEN B MCIIONB3yEMOM CHUCTEMHOM H
HPUKJIATHOM IPOTPAMMHOM 00€CTIEICHUN
4.2. | BOo3MOXHOCTB pacriojiarath CBEJCHUSIMH, COACPIKALIMMHUCS B HeaxtyansHo He ocymecrtBustercss o0paboTka CBeAeHHI, KOTOpbIE MOTYT
KOHCTPYKTOPCKOMH JOKyMEHTAlluKA Ha anmnapaTHbIE 31 HPEACTaBIATh HHTEpeC (MOTHBALIMIO) [T PEATU3aLMH BOZMOXKHOCTH.
IIpOrpaMMHBIE KOMIIOHEHTHI cpefbl pyHKImonupoBanus CK3U OTcyTcTByeT B HAIWYMM KOHCTPYKTOPCKAas JOKyMEHTAIlMsl Ha
armapaTHbIC U TPOrpaMMHBIE KOMIIOHEHTBI CPEC/IbI (I)yHKL[I/IOHI/IpOBaHI/Iﬂ
CK3U1
4.3. | Bo3MOXHOCTh pacrnosiaraTth HJIM BO3JCHCTBOBATH Ha JIIOObBIE HeakryanbHo He ocymecrtBusercss o0paboTka CBeieHHIl, KOTOpbIE MOTYT

komrioneHTsl CK3U 1 cpenbl hyHKIMOHUPOBaHUS

IpeACTaBIIATL UHTEPEC (MOTI/IBaIII/IIO) JUTA peain3aliui BO3MOXKHOCTH.
Bbasosoro (HI/ISKOI"O) MOTCHIIMAJIa HApYHIHWUTEId HCAOCTATOYHO JJId
peajin3alu yrpossbl




